







































































Department of Administration

The Wisconsin Department of Administration (DOA) provides support services

to other state agencies, manages certain housing and economic development
activities, and performs other functions prescribed by law. DOA is also responsible
for providing the Governor with fiscal management information and the policy
alternatives required for preparing Wisconsin’s biennial budget. In FY 2018-19,
DOA administered $169.6 million in federal financial assistance.

We tested DOA'’s internal controls and compliance with grant requirements for

the Low-Income Home Energy Assistance Program (LIHEAP) (CFDA #93.568),
which is a type A program. We also tested DOA'’s internal controls and compliance
with grant requirements for Weatherization Assistance for Low-Income Persons
(Weatherization) (CFDA #81.042), which is a type B program. We identified an
internal concern over federal reporting for these programs (Finding 2019-100).

We also tested internal controls for federal cash management processes performed
by DOA and tested compliance with requirements of the Cash Management
Improvement Act (CMIA) of 1990, as specified in 31 CFR Part 205. We identified
concerns with the timing of draws of federal funds that affect grants administered
by the departments of Health Services (DHS) and Public Instruction (DPI).
Findings 2019-301 through 2019-303 are discussed in the DHS chapter, which
starts on page 23, and Findings 2019-400 through 2019-402 are discussed in the
DPI chapter, which starts on page 45. DHS and DPI will be responsible for
implementing corrective actions and resolving the findings with the federal
government.

In addition, we followed up on DOA'’s progress in addressing Findings 2018-100

and 2018-101 of our FY 2017-18 single audit (report 19-3). DOA implemented
corrective actions to address our concerns related to Finding 2018-101, and to
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partially address Finding 2018-100. It will be important for DOA to continue to
work to resolve this finding. The Summary Schedule of Prior Audit Findings,
which is prepared by management, begins on page 75 and describes the status of
each finding as of the end of our audit period as well as ongoing steps to address
findings that were not fully corrected.

Finding: 2019-100: Internal Controls over Reporting

Criteria:

The U.S. Department of Health and Human Services (DHHS) provides funding

to DOA’s Division of Energy, Housing, and Community Resources (DEHCR) for
the Low-Income Home Energy Assistance Program (LIHEAP) (CFDA #93.568).
The U.S. Department of Energy (DOE) provides funding to DEHCR for the
Weatherization Assistance for Low-Income Persons (WAP) program

(CFDA #81.042). These programs are used to provide benefits to eligible
low-income home owners and renters to reduce the energy burden in heating and
cooling their homes. DOA uses the Home Energy (HE) Plus computer system to
determine eligibility for individuals applying for benefits, to calculate benefits, and
to store information on applicants and beneficiaries, including the types of benefits
provided and household data, such as household income.

As the LIHEAP recipient for the State of Wisconsin, DOA is required to submit
reports to DHHS, including the LIHEAP Performance Data Form, which includes
information on funding and performance metrics, such as home energy burden. As
the WAP recipient for the State of Wisconsin, DOA is required to submit reports to
DOE, including the WAP Quarterly Program Report, which includes information on
funding and performance metrics, such as energy savings. DOA is also responsible
for maintaining effective internal controls to ensure the accuracy of reports filed
with DHHS and DOE.

Condition;

DOA uses internally generated queries to automatically summarize information
from the HE Plus computer system to prepare certain reports for the LIHEAP and
WAP programs. For example, DOA used an internally generated query to
automatically summarize the household data for the LIHEAP Performance Data
Form. Although our review indicated that DOA materially complied with reporting
compliance requirements for LIHEAP and WAP, it did not develop sufficient
internal controls to ensure the accuracy of query results or have adequate
compensating controls in place.

Questioned Costs:
None.
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Context:

During our FY 2018-19 audit, we interviewed DEHCR staff to gain an understanding
of the procedures and internal controls in place to ensure the reporting compliance
requirements were met.

Effect:

No material noncompliance was identified in our testing of the LIHEAP and WAP
program reports. However, we found DOA’s internal controls were not sufficient
to ensure the accuracy of the queries of the HE Plus computer system. The
deficiency in internal control over compliance for the reporting requirement
increases the risk that DOA could submit inaccurate reports.

Cause:

DOA did not have ongoing procedures in place to review the accuracy of queries of
the HE Plus computer system that are used to prepare federally required reports.

Recommendation

We recommend the Wisconsin Department of Administration develop and implement
procedures to regularly review HE Plus queries to ensure accurate data is used in the
preparation of federally required reports.

Finding 2019-100: Internal Controls over Reporting

Weatherization Assistance for Low-Income Persons (CFDA #81.042)
Award Number Award Year
DE-EE0007959 2019

Low-Income Home Energy Assistance (CFDA #93.568)

Award Numbers Award Years
G-17B1WILIEA 2017
G-18B1WILIEA 2018
G-1901WILIEA 2019

Questioned Costs: None

Response from the Wisconsin Department of Administration:
The Wisconsin Department of Administration agrees with the audit finding and
recommendation.






Department of Health Services

The Wisconsin Department of Health Services (DHS) provides services to clients

in communities and institutions, regulates certain care providers, and supervises
and consults with local public and volunteer agencies. It administers state and
federal programs involving public health, mental health, substance abuse,
long-term care, services to people with disabilities, and medical care. In FY 2018-19,
DHS administered $7.0 billion in federal financial assistance.

We tested DHS’s internal controls and compliance with grant requirements for
three type A programs: WIC Special Supplemental Nutrition Program for Women,
Infants, and Children (CFDA #10.557), Immunization Cooperative Agreements
(CFDA #93.268), and Medicaid Cluster (CFDA #93.775/93.777/93.778). We also
tested DHS’s internal controls and compliance with grant requirements for Public
Health Emergency Preparedness (CFDA #93.069) and Block Grants for Community
Mental Health Services (CFDA #93.958), which are type B programs. Our audit
findings are the following:

Computer Data Matches (Finding 2019-300);

Timing of Draws of Federal Funds—Public Health Emergency
Preparedness (Finding 2019-301);

Timing of Draws of Federal Funds—Immunization Cooperative
Agreements (Finding 2019-302);

Timing of Draws of Federal Funds—Block Grants for
Community Mental Health Services (Finding 2019-303);
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Monitoring of Subrecipients—Public Health Emergency
Preparedness Program (Finding 2019-304);

Security for Medical Assistance Program IT Systems
(Finding 2019-305); and

Medical Assistance Program Provider Overpayments
(Finding 2019-306).

In addition, we followed up on DHS’s progress in addressing Findings 2018-300
through 2018-305 of our FY 2017-18 audit (report 19-3), as well as Findings 2017-301
and 2017-302 of our FY 2016-17 audit (report 18-5), which were included in the
Summary Schedule of Prior Audit Findings in report 19-3. DHS implemented
corrective actions to address our concerns related to Findings 2018-302, 2018-304,
2017-301, and 2017-302, and to partially address Finding 2018-300. DHS did not
implement corrective actions to address our concerns related to Findings 2018-301,
2018-303, and 2018-305. It will be important for DHS to continue to work to resolve
these findings. The Summary Schedule of Prior Audit Findings, which is prepared
by management, begins on page 75 and describes the status of each finding as of
the end of our audit period as well as ongoing steps to address findings that were
not fully corrected.

Finding 2019-300: Computer Data Matches

Criteria;

The U.S. Department of Health and Human Services provides funding to DHS for
the Medical Assistance (MA) Program. Funding under this program is used to
provide financial assistance to states for medical payments on behalf of adults,
children, pregnant women, and the aged who meet income and resource
requirements, and other categorically eligible groups. Local agency caseworkers
assist with performing eligibility determination functions by collecting information
from MA applicants and recording this information into the statewide Client
Assistance for Reemployment and Economic Support (CARES) computer system,
which determines eligibility for various income maintenance programs.

DHS is required under 42 CFR s. 435.948 to verify the reasonableness of wage

and other financial information obtained from applicants and that is used in
making eligibility determinations. DHS is allowed to determine which information
from various computer databases is useful for verifying the reasonableness of
information in CARES. DHS completes data matches with the following:

information from the U.S. Social Security Administration (SSA),
including social security numbers and supplemental security
income payments;

unemployment compensation (UC) information maintained by
the Department of Workforce Development (DWD) Division of
Unemployment Insurance; and
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state wage information collected by the Division of
Unemployment Insurance in DWD, which is Wisconsin’s state
wage information collection agency (SWICA).

As required by 42 CFR s. 435.952, DHS must promptly perform the data matches.
Local agency caseworkers then follow up on data match discrepancies to ensure
eligibility determinations are based on the most recent and reliable data. DHS
policy generally requires that caseworkers resolve 80 percent of all data match
discrepancies within 45 days of the data match date and document the actions
taken to resolve each discrepancy. If it is determined that benefits were provided to
ineligible individuals or excessive benefits were provided to eligible individuals,
DHS must take steps to recover the overpayments and return the federal share to
the federal government.

Condition;

We again determined that DHS has not met its policy requirement of resolving

80 percent of SWICA data match discrepancies within 45 days. Using SWICA

data match discrepancy and resolution data provided by DHS, we found that

62.8 percent of data match discrepancies were resolved within 45 days between
April 2018 and March 2019. This percentage is lower than the prior year when

70.8 percent of matches were resolved within 45 days. We also observed that 10 of
the 25 data match discrepancies we reviewed were not resolved within 45 days. On
average, the 10 data match discrepancies took caseworkers an additional 22 days
beyond the required 45 days to resolve.

Questioned Costs:
None.

Context:

We found DHS completed required data matches with SSA, UC, and SWICA. In
total, we reviewed 65 data match discrepancies that occurred between April 2018
and March 2019, including 25 SWICA data match discrepancies. We noted no
issues with those involving the SSA and UC data matches. Furthermore, we found
that the resolution rate for UC data match discrepancies we reviewed improved
compared to the prior year, noting that caseworkers resolved 98.6 percent of the
UC discrepancies within 45 days compared to 97.2 percent the prior year.

Effect:

Because caseworkers did not consistently follow up in a timely manner on the
SWICA-identified data match discrepancies, it is unknown whether the most
accurate information available was used to make eligibility determinations. It is also
possible that some individuals received services for which they were not eligible
and for which DHS received federal reimbursement.

Cause:

SSA data matches are entirely automated within CARES, and UC data matches
include some automation. Because SWICA data matches discrepancies require more
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manual action from caseworkers than those from SSA and UC data matches, SWICA
data match discrepancies may require more time to resolve than SSA and UC data
match discrepancies. Although DHS identified measures for addressing the reasons
why caseworkers did not resolve SWICA data match discrepancies in a timely
manner, it has not yet fully implemented these measures, which include adding
CARES system enhancements and increased automation for SWICA data match
discrepancies as well as providing training to caseworkers.

Recommendation

We recommend the Wisconsin Department of Health Services implement the measures
that it identified to assist caseworkers in resolving data match discrepancies in a timely
manner, which include adding CARES system enhancements and increased automation
for discrepancies generated from SWICA data matches as well as providing training to

caseworkers.

Finding 2019-300: Computer Data Matches

Medical Assistance Program (CFDA #93.778)

Award Numbers Award Years
1805WISMAP 2018
1905WIS5MAP 2019

Questioned Costs: None

Response from the Wisconsin Department of Health Services: The
Wisconsin Department of Health Services agrees with the audit finding
and recommendation.

Finding 2019-301: Timing of Draws of Federal Funds—Public Health
Emergency Preparedness

Finding 2019-302: Timing of Draws of Federal Funds—Immunization
Cooperative Agreements

Finding 2019-303: Timing of Draws of Federal Funds—Block Grants
for Community Mental Health Services

Criteria:

The Cash Management Improvement Act (CMIA) of 1990, as amended, requires
that the State enter into an agreement with the U.S. Department of the Treasury
for certain federal programs to ensure that neither the State nor the federal
government earns interest income at the expense of the other. This agreement is
referred to as the Treasury-State Agreement (TSA). For other federal programs,
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CMIA regulations in 31 CFR s. 205.33 require the State to minimize the time
between when the State draws federal funds from the federal government and
when the State disburses funds for federal program purposes. The regulations
further specify that the timing and amount of the draws from the federal
government are to be as close as administratively feasible to the State’s actual
cash outlay.

Condition;

To determine the timing of drawing federal funds, the State Controller’s Office in
the Department of Administration (DOA) uses a report from the State’s enterprise
resource planning system, STAR, which includes the State’s accounting system.
This STAR report identifies the earliest date the federal funds should be drawn in
addition to the amount that may be drawn, both of which are based on information
derived from federal program transactions processed in STAR by DHS and other
state agencies. These transactions include those that directly result in a payment as
well as other non-payment transactions, such as those that allocate costs.

A payment may be scheduled in STAR to be disbursed at a future date, rather than
immediately after the date the transaction was approved in STAR. However, after a
payment transaction is approved in STAR, the central federal draw process begins
regardless of the scheduled disbursement date. For those payments DHS scheduled
in STAR to be disbursed at a future date, particularly those scheduled to be
disbursed five days or more in the future, the STAR report indicated the federal
funds could be drawn even though the actual STAR disbursement had not yet
occurred. Further, DHS did not have controls in place to limit the time between the
draw of federal funds and the disbursement of federal funds for those grant
expenditures that were not processed through benefit or subrecipient payment
systems and subsequently recorded in STAR.

Questioned Costs:
None.

Context:

During FY 2018-19, DHS administered approximately $11.5 million for the

Public Health Emergency Preparedness program (CFDA #93.069), $56.2 million
for the Immunization Cooperative Agreements program (CFDA #93.268), and

$8.7 million for the Block Grants for Community Mental Health Services program
(CFDA #93.958). We reviewed a selection of draws of federal funds and a selection
of expenditure transactions for each program. For each selected item, we compared
the date the federal funds were drawn and received from the federal government
to the State’s scheduled payment disbursement date. We did not identify concerns
in the timing of federal draws for expenditures processed through DHS benefit or
subrecipient payment systems, which represented the largest payments for these
programs.

Effect:

Five days or more elapsing between the date a payment transaction was approved
and the date the payment was disbursed indicates that the draw of federal funds
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was initiated before it was appropriate to do so and, therefore, the State did not
minimize the time between drawing and disbursing funds for federal program

purposes. For the selected payment transactions we reviewed, certain payment
disbursements were scheduled five or more days in the future. For example:

A payment for the Public Health Emergency Preparedness
program was approved in STAR on September 12, 2018, with a
scheduled disbursement date of September 27, 2018. The related
federal funds were received on September 13, 2018, which was
14 days prior to the scheduled disbursement date.

A payment for the Immunization Cooperative Agreements
program was approved in STAR on May 24, 2019, with a
scheduled disbursement date of June 19, 2019. The related
federal funds were received on May 28, 2019, which was 22 days
prior to the scheduled disbursement date.

A payment for the Block Grants for Community Mental Health
Services program was approved in STAR on February 20, 2019,
with a scheduled disbursement date of March 1, 2019. The
related federal funds were received on February 21, 2019, which
was 8 days prior to the scheduled disbursement date.

Cause:

STAR is a complex system, and the processing that creates the STAR report used by
DOA is several steps removed from the entry of a payment transaction, increasing
the difficulty of including payment transactions in that report based on the
scheduled disbursement date. Because the STAR report DOA used in drawing
federal funds is based on the date the transaction was approved in STAR rather
than the scheduled disbursement date, DOA was unaware whether scheduled
disbursement dates varied significantly from the approved date in the STAR report.

In FY 2017-18, we recommended that DOA correct this deficiency (Findings 2018-100
and 2018-101). In response to our prior audit recommendations, DOA revised
procedures in the Wisconsin Accounting Manual in March 2019 to explain the need to
reduce the time between the draw of federal funds and the scheduled disbursement
of funds for federal programs by as much as administratively feasible. However, the
control deficiency in DOA’s draw process for the grant programs was present for the
majority of FY 2018-19. From March through June 2019, DHS also did not implement
changes to its practice of scheduling certain payments to address this issue. Instead,
DHS relied on future changes DOA planned to make to STAR to improve the central
draw process.

Recommendation

We recommend the Wisconsin Department of Health Services work with the Wisconsin
Department of Administration to ensure compliance with federal cash management
requirements, including by reducing the time between the draw of federal funds and the
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scheduled disbursement of funds for federal programs it administers by as much as

administratively feasible.

Finding 2019-301: Timing of Draws of Federal Funds—Public Health

Emergency Preparedness

Public Health Emergency Preparedness (CFDA #93.069)

Award Numbers

1INU90TP921893-01-00
6NU90TP921893-01-01
6NU90TP921893-01-02
6NU90TP921893-01-03
6NU90TP921893-01-04
6NU90TP921893-01-05
6NU90TP921893-01-06
6NU90TP921893-01-08

Questioned Costs: None

Award Years

2017-18
2017-18
2017-18
2017-18
2017-19
2017-19
2017-19
2017-20

Finding 2019-302: Timing of Draws of Federal Funds—Immunization

Cooperative Agreements

Immunization Cooperative Agreements (CFDA #93.268)

Award Numbers

5NH23IP000760-05-00
6NH23IP000760-05-02
6NH23IPO00788-05-03
5NH23IP000860-03-00
6NH23IP000860-03-04

Questioned Costs: None

Award Years

1/1/2013-6/30/2018
1/1/2013-6/30/2019
9/30/2013-6/30/2019
9/30/2014-9/29/2017
9/30/2014-6/30/2019

Finding 2019-303: Timing of Draws of Federal Funds—Block Grants
for Community Mental Health Services

Block Grants for Community Mental Health Services (CFDA #93.958)

Award Numbers

BO9SM010057-17
BO9SM010057-18
BO9SM010057-19

Questioned Costs: None

Award Years

10/1/2016-9/30/2018
10/1/2017-9/30/2019
10/1/2018-9/30/2020

Response from the Wisconsin Department of Health Services: The
Wisconsin Department of Health Services agrees with the audit finding and

recommendation.
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Finding 2019-304: Monitoring of Subrecipients—Public Health
Emergency Preparedness Program

Criteria;

DHS receives federal funding from the Centers for Disease Control and
Prevention under the Public Health Emergency Preparedness (PHEP) program
(CFDA #93.069) to support the development of emergency-ready public health
departments that are flexible and adaptable in order to aid state responsiveness to
a variety of hazards. DHS is subject to Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal Awards (Uniform Guidance) in
administering the program. Uniform Guidance includes three requirements
related to the monitoring of subrecipients. First, 2 CFR s. 200.331 (a) (1) requires
DHS to communicate certain award information to subrecipients at the time of the
subaward. Second, 2 CFR s. 200.331 (b) requires DHS to evaluate each
subrecipient’s risk of noncompliance for purposes of determining the appropriate
nature and level of subrecipient monitoring. Third, 2 CFR s. 200.331 (d) through (f)
requires DHS to monitor the activities of the subrecipient as necessary to ensure
that the subrecipient uses the subaward for authorized purposes, complies with
the terms and conditions of the subaward, and achieves performance goals.

Condition;

We found that DHS did not comply with all of the subrecipient monitoring
requirements of Uniform Guidance in administering the PHEP program. First, we
found 1 of the 11 subrecipient agreements we reviewed did not communicate all of
the required award information. For example, the agreement did not identify the
Federal Award ldentification Number, the Federal Award Date, or the CFDA
number and name. Second, DHS could not provide documentation to support that it
had completed 1 of the 11 risk assessments for subrecipients we reviewed. We found
that the subrecipent that did not receive all of the required information was different
than the subrecipient for which DHS could not provide documentation that a risk
assessment had been completed. In addition, although the completed risk
assessments indicated each subrecipient’s risk was low, DHS did not have
procedures in place to determine what monitoring steps would be taken for
subrecipients with risks greater than low.

Finally, we found that DHS could not provide documentation of other subrecipient
monitoring activities it conducted. For example, DHS required subrecipients to
submit budgets for review by PHEP staff. However, there was no formal
documentation, such as a confirmation, email, or comments to note that the review
was completed. In addition, DHS did not have a tracking method in place to
identify that it had received all budgets and that all budgets had been reviewed.
These findings when considered together support that DHS needs to take further
steps to ensure that Uniform Guidance requirements are implemented for the
PHEP program.

Questioned Costs:
None.
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Context:

During FY 2018-19, DHS expended $11.5 million under the PHEP program and
disbursed nearly $9.2 million to approximately 100 subrecipients, including
county and city health departments, tribes, and the University of Wisconsin
System. DHS is responsible for performing monitoring procedures for the
subrecipients of these funds. We reviewed the agreements between DHS and
subrecipients to identify whether DHS had communicated the required award
information to subrecipients. We also reviewed monitoring activities performed
by DHS for the PHEP program during FY 2018-19, including by gaining an
understanding of the process DHS used for reviewing subrecipient single audit
reports, the results of risk assessments completed for subrecipients, and the
procedures used by DHS to monitor subrecipients through the review of periodic
reports and budget activities. We also considered informal monitoring activities,
including the frequency of discussions DHS held with subrecipients.

Effect:

Because DHS did not comply with all of the subrecipient monitoring compliance
requirements for the PHEP program, there is a higher risk that DHS, as well as the
subrecipients, are not in compliance with all federal requirements.

Cause:

DHS did not develop sufficient written procedures or controls to ensure all
subrecipient monitoring requirements were performed and documented for the
PHEP program. Because DHS contracts with many of the same PHEP program
subrecipients each year and works closely with them to discuss programmatic
goals and outcomes, DHS did not consider it necessary to document all of its
monitoring activities.

Although DHS staff responsible for the PHEP program completed many of the
subrecipient monitoring requirements required by Uniform Guidance, DHS had not
ensured it consistently used standard award templates that communicated all
required information to subrecipients, implemented a tracking methodology for
completing required risk assessments; and documented that it received and reviewed
monitoring reports from all subrecipients in a timely manner. DHS also did not have
procedures to identify what steps were necessary when a risk assessment identified a
subrecipient with risk greater than low. Given the lack of procedures and controls, it
is more challenging for DHS to ensure it complies with subrecipient monitoring
requirements when staff turnover occurs as it did in November 2019.

Recommendation

We recommend the Wisconsin Department of Health Services develop and implement
policies and procedures and maintain documentation to ensure compliance with
Uniform Guidance subrecipient monitoring requirements, including:

ensuring that all required award information is communicated in all
subrecipient agreements;
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developing written subrecipient monitoring procedures to identify
what monitoring steps are necessary when risks greater than low
are identified from the risk assessment process;

implementing a tracking method to ensure that all subrecipient risk
assessments are completed; and

maintaining documentation of all subrecipient monitoring activities
conducted.

Finding 2019-304: Monitoring of Subrecipients—Public Health
Emergency Preparedness Program

Public Health Emergency Preparedness (CFDA #93.069)
Award Numbers Award Years

1 NU90TP921893-01-00 7/1/2017-6/30/2018
6 NU90TP921893-01-01 7/1/2017-6/30/2018
6 NU90TP921893-01-02 7/1/2017-6/30/2018
6 NU90TP921893-01-03 7/1/2017-6/30/2018
6 NU90TP921893-01-04 7/1/2017-6/30/2019
6 NU90TP921893-01-05 7/1/2017-6/30/2019
6 NU90TP921893-01-06 7/1/2017-6/30/2019
6 NU90TP921893-01-08 7/1/2017-6/30/2020

Questioned Costs: None
Response from the Wisconsin Department of Health Services: The

Wisconsin Department of Health Services agrees with the audit finding and
recommendation.

Finding 2019-305: Security for Medical Assistance Program IT Systems

Criteria;

DHS is highly dependent on information technology (IT) systems to administer
the MA Program. For example, DHS relies on IT systems to ensure adequate
controls are in place for determining eligible program participants and processing
MA Program payments. DHS contracts with a vendor to operate the Medicaid
Management Information System (MMIS), which is used to process MA Program
medical claims and other payments. DHS also contracted with a vendor to
develop the CARES system, which is used to determine eligibility for most

MA Program participants. Although DHS contracts for CARES system support,

it determines the security policies and procedures for the system.

DHS is responsible for ensuring that adequate IT security controls are in place in both
MMIS and CARES. For example, 45 CFR s. 95.621, requires DHS to determine
appropriate security requirements and to review information systems used in the
administration of the MA Program. Further, because MMIS and CARES include
medical information related to MA Program participants, DHS is required by
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45 CFR 164.308 to ensure security requirements are in place to protect that
information.

DHS is also required to follow state IT security policies and procedures established
by DOA. In October 2018, DOA established statewide information IT policies and
standards for state agencies to follow when administering state IT systems. These
policies and standards are based on the National Institute of Standards and
Technology (NIST) framework. Specifically, NIST developed Special Publication
800-53 to provide guidance for meeting minimum requirements for federal
information systems, including guidance on remediating security vulnerabilities
within a defined time frame.

Condition;

We found DHS did not fully comply with the federal regulations and state policies
and procedures to ensure the security of IT systems for the MA Program. For
example, we found security weaknesses in CARES in areas such as reviewing and
monitoring access. In addition, we found DHS did not adequately monitor MMIS
access it had granted to DHS staff. We determined that the detailed results of our
reviews in these areas were too sensitive to communicate publicly. Therefore, we
communicated the results in a separate confidential communication to DHS dated
January 30, 2020.

We also found that a third-party had identified MMIS security weaknesses,
including in areas such as access and data processing, through MMIS security
assessments it performed for the operating vendor of MMIS. DHS did not ensure
the vendor resolved the security weaknesses in a timely manner. Of the security
weaknesses reported to DHS in February 2018, 14 security weaknesses assessed as
high and 13 assessed as medium were not fully remediated as of June 2019. In
addition, DHS did not implement compensating controls to address the security
weaknesses.

Questioned Costs:
None.

Context:

We reviewed DHS IT security policies and procedures and compared them to
federal regulations, DOA policies and procedures, and NIST guidance. DHS
determines IT security policies and procedures for CARES and other DHS
applications applicable to the MA Program. However, the operating vendor of
MMIS is contractually required to obtain a third-party security assessment of
MMIS. DHS was provided with the security assessment in February 2018, which it
used to monitor the policies and procedures in place for MMIS during fiscal

year 2018-19. We reviewed the MMIS security assessment and status of DHS’s
follow-up on the findings provided in the security assessment.

Effect:

Procedures and settings that do not align with federal regulations and state
policies and procedures weaken the level of security for IT systems applicable to
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the MA Program. For example, failure to properly manage and maintain a secure
environment could result in inappropriate access, which could result in the
issuance of erroneous or fraudulent payments, ineligible program participants,
or inappropriate viewing of confidential data.

Cause:

DHS IT policies did not conform to DOA policies and procedures, which represent
the minimum standards. In addition, in some instances, DHS policies need to be
more stringent to comply with federal regulations for the types of data it manages.
DHS attributed the delay in remediating the MMIS security weaknesses, in part, to
actions DHS planned in November 2019 that would resolve certain weaknesses
without vendor changes. DHS chose to accept the risk presented by the delay. In
other instances, DHS did not hold the vendor accountable for original remediation
dates. According to DHS, under its prior contract with the vendor, DHS relied on
the vendor to identify the timeline to remediate specific security weaknesses.
Despite periodic monitoring and discussion with the vendor, DHS did not object
when the vendor extended remediation timelines. Under a new contract that began
in August 2018, and in response to the most recent MMIS security assessment
obtained in September 2019, DHS is taking steps to develop remediation timelines
for the vendor based on the severity of the security weakness.

Recommendation

We recommend the Wisconsin Department of Health Services ensure that it adequately
safeguards information technology systems used in administering the Medical
Assistance Program, including by:

developing and implementing information technology policies
and procedures that comply with federal regulations and state
policies and procedures;

establishing specific timelines for remediation of security
weaknesses identified; and

monitoring that corrective actions to remediate security
weaknesses are taken in a timely manner.

Finding 2019-305: Security for Medical Assistance Program
IT Systems

Medical Assistance Program (CFDA #93.778)

Award Numbers Award Years
1805WISMAP 2018
1905WISMAP 2019

Questioned Costs: None
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Response from the Wisconsin Department of Health Services: The
Wisconsin Department of Health Services agrees with the audit finding and
recommendation.

Finding 2019-306: Medical Assistance Program Provider
Overpayments

Criteria:

The U.S. Department of Health and Human Services provides funding to DHS for
the MA Program. DHS uses MA program funding to make payments for services
provided to eligible participants. DHS is required by 42 USC s. 1396a (a) (42) (A) to
operate a program to audit provider records to ensure that proper payments are
made under the MA Program.

Under 42 CFR s. 433.316, MA Program overpayments, which are the amounts paid
by DHS to a provider that are in excess of the amounts allowable for the services
provided, are required to be refunded to the federal government within one year of
discovery. Discovery of an overpayment is defined as the identification by DHS, the
federal government, or the provider of the overpayment, and the communication to
the provider that the overpayment is subject to recovery. Unless it is the result of
fraud, the federal regulations provide that an overpayment is discovered on the
date on which DHS first notifies a provider in writing of an overpayment and
specifies the amount that is subject to recovery unless notification already occurred
in another manner.

Further, 42 USC s. 1396b (d) (2) (C) requires that when DHS identifies an
overpayment, it is required to recover or attempt to recover that overpayment.
However, regardless of whether DHS is successful in recovering an overpayment,
the return to the federal government of the federal share is required to be
completed within one year of discovery of the overpayment.

Condition;

As required by DHS s. 108.09, Wis. Adm. Code, if DHS identifies an overpayment
during an MA Program provider audit and a voluntary repayment is not achieved,
DHS sends a Notice of Intent to Recover (NIR) letter as a final step to initiate
recovery from the provider.

In September 2016, a circuit court issued an injunction prohibiting DHS from
recovering payments for noncompliance with MA Program requirements other
than those set forth in Wisconsin Statutes. Under the injunction, DHS was
prohibited from issuing NIR letters or otherwise recovering funds from an

MA provider except for payments DHS was unable to verify from the provider’s
records that a service was actually provided or for which an amount claimed was
inaccurate or inappropriate for the service that was provided. The circuit court also
stated that if DHS did not cease recovery efforts prohibited under the injunction, it
would be found in contempt of court.
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DHS continued to conduct audits of MA Program providers, identify potential
overpayments, and communicate to the MA providers the identified overpayments.
However, except in limited circumstances, DHS ceased completing NIR letters for
contested provider overpayments it had identified. As a result, DHS did not begin
recovery efforts nor return the federal share of identified overpayments.

In July 2019, the circuit court ruled in favor of DHS. DHS subsequently began
processing the backlog of audits that had accumulated during the period of time
the court’s injunction was in place. In December 2019, the plaintiffs petitioned the
Supreme Court for review of the case.

Questioned Costs:
None.

Context:

During FY 2018-19, the MA Program had federal expenditures of $5.5 billion. We
reviewed the process used by DHS to audit MA provider records to ensure that
proper payments were made under the MA Program. As part of this review, we
obtained a listing of the MA provider audits and found DHS had closed 175 audits
during FY 2018-19. However, in June 2019, DHS had 1,208 audits outstanding.
DHS estimated a total of $18.3 million in overpayments were outstanding as of
June 2019 from providers that had been sent preliminary letters through June 2018.

Effect:

DHS did not comply with federal regulations to return to the federal government
in a timely manner the federal government’s share of the overpayments DHS
identified from MA Program providers.

Cause:

During FY 2018-19, DHS was prohibited from issuing NIR letters in an attempt to
begin recovery efforts for overpayments identified in the provider audit process.
Since a NIR was not issued, DHS interpreted federal regulations to mean that the
one-year time period during which it must return to the federal government its
share of overpayments had not begun. DHS did not consider that issuing
preliminary letters may constitute an action that begins the time period for
returning overpayments to the federal government. Although the overpayments
communicated in DHS’s preliminary letters are characterized to the provider as
amounts that may be recovered, this does not necessarily preclude them from
being considered as discovery of an overpayment under the provisions in

42 CFR s. 433.316 (c) ().

Further, federal regulations do not explicitly indicate that DHS must be able to
recover the overpayment, such as through the issuance of an NIR letter, for the
federal government’s share of the overpayment to be returned within one year. The
federal regulations allow a one-year time period for returning the federal share of
identified overpayments, in part, for DHS to make attempts to settle the overpayment
amount and collect the amounts.
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In FY 2017-18, we communicated that DHS’s practice of issuing preliminary letters
and communicating potential overpayments to providers is sufficient under federal
regulations to begin the time period in which DHS must return the federal share of
overpayments identified (Finding 2018-305). Because DHS disagreed with the
finding, it made no changes during FY 2018-19.

Recommendation

We again recommend the Wisconsin Department of Health Services comply with the
federal regulations and return to the federal government its share of Medical Assistance
Program provider overpayment amounts it has identified and communicated to

providers.

Finding 2019-306: Medical Assistance Program Provider
Overpayments

Medical Assistance Program (CFDA #93.778)

Award Numbers Award Years
1805WISMAP 2018
1905WISMAP 2019

Questioned Costs: None

Response from the Wisconsin Department of Health Services: The
Wisconsin Department of Health Services respectfully disagrees with the audit
finding and recommendation.






Department of Military Affairs

The Department of Military Affairs (DMA) provides a military force through the
Wisconsin National Guard, which is available for use in state and national
emergencies. Through the Division of Emergency Management, DMA also
implements statewide emergency preparedness plans and administers federal
disaster and emergency relief funds. In FY 2018-19, DMA administered

$81.6 million in federal financial assistance.

We tested DMA's internal controls and compliance with grant requirements for
the National Guard Military Operations and Maintenance (O&M) Projects
(CFDA #12.401), which is a type A program. We also tested internal controls
and compliance with grant requirements for Disaster Grants—Public Assistance
(Presidentially Declared Disasters) (CFDA #97.036), which is a type B program.
Our audit findings are the following:

National Guard Military Operations and Maintenance (O&M)
Projects Extensions (Finding 2019-810); and

Internal Controls Over Matching and Reporting for the Disaster
Grants—Public Assistance (Presidentially Declared Disasters)
Program (Finding 2019-811).

Finding 2019-810: National Guard Military Operations and
Maintenance (O&M) Projects Extensions

Criteria;

The National Guard Military O&M Projects grant provides funding for minor
construction, maintenance, repair or operation of facilities, as well as mission
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operational support for the Army and Air National Guard. DMA and the federal
National Guard Bureau enter into a Master Cooperative Agreement, which is made
up of 16 appendices. Each appendix pertains to a functional area and contains the
applicable terms and conditions, such as the authorized and unauthorized
activities for operations and maintenance.

The National Guard Bureau established National Guard Regulation 5-1, National
Guard Grants and Cooperative Agreements. Under Ch. 11-10 of this regulation,
DMA is required to submit a written extension request to the United States Property
and Fiscal Officer (USPFO) for each appendix for which there are unexpended grant
funds 90 days or more after the close of the federal fiscal year. For example, a

2018 grant that ends with the federal fiscal year on September 30, 2018, would
require an extension to be submitted if there were unexpended grant funds as of
December 31, 2018. For each appendix, the extension request is required to include a
listing of all unexpended grant funds and a projected timeline for when those grant
funds will be expended. DMA is required to submit extension requests every 90 days
until all grant funds under that appendix are expended. Without a submitted
extension request, DMA is not permitted to expend additional grant funds nor
receive federal reimbursement under that appendix for that grant year.

DMA works with program managers employed by the federal government in
administering the National Guard Military O&M Projects grant. Because DMA is
the recipient of the National Guard Military O&M Projects grant for the State of
Wisconsin, DMA is responsible for maintaining effective internal controls to ensure
extension requests are submitted to the USPFO.

Condition;

During our FY 2018-19 audit, we reviewed 50 expenditures for the National Guard
Military O&M Projects grant for which an extension request should have been
submitted to the USPFO. For 10 of the 50 expenditures we reviewed, DMA could
not demonstrate that an extension request had been submitted.

Questioned Costs:

We question a total of $271,198 in improper National Guard Military O&M Projects
expenditures because DMA could not demonstrate an extension request had been
submitted. There may also be additional improper National Guard Military O&M
Projects expenditures because other extension requests were not submitted.

Context:

We interviewed DMA staff to gain an understanding of the procedures for
submitting extension requests to the USPFO. We requested the submitted extension
requests for 10 individually important expenditures and 40 randomly sampled
expenditures for which an extension request should have been submitted. We then
assessed if there was a submitted extension request covering the time period
during which the expenditure occurred.
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Effect:

DMA did not consistently comply with federal regulations for submitting an
extension request when there were unexpended grant funds 90 days or more after
the close of the federal fiscal year. Because DMA could not demonstrate extension
requests were submitted as required, it expended funds when it was not permitted
to do so and, subsequently, DMA received federal reimbursement for grant
expenditures that may not be allowable.

Cause:

DMA had assigned the role of submitting extension requests to the federal
program managers, but it did not implement procedures to ensure that
an appendix requiring an extension had an extension request submitted.

Recommendation

We recommend the Wisconsin Department of Military Affairs develop and implement
procedures to ensure extension requests are submitted as required.

Finding 2019-810: National Guard Military Operations and
Maintenance (O&M) Projects Extensions

National Guard Military Operations and Maintenance (0&M) Projects
(CFDA #12.401)

Award Numbers Award Years
46502015ARMYOM 2015
46502016ARMYOM 2016
46502017ARMYENYV 2017
46502017ARMYOM 2017
46502017MITCHFO 2017
46502017TELADD 2017
46502018ARMYOM 2018
46502018DISLRN 2018
46502018MITCHFO 2018
46502018TELADD 2018
46502018TELECOM 2018
46502018TRUSEC 2018
46502018VOLKFO 2018
46502018VOLKNR 2018
46502018VOLKTCF 2018

Questioned Costs: $271,198

Response from the Wisconsin Department of Military Affairs: The
Wisconsin Department of Military Affairs agrees with the audit finding and
recommendation.
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Finding 2019-811: Internal Controls over Matching and
Reporting for the Disaster Grants—Public Assistance
(Presidentially Declared Disasters) Program

Criteria;

The Federal Emergency Management Agency (FEMA) provides funding to DMA
for the Disaster Grants—Public Assistance (Presidentially Declared Disasters)
program (Disaster Grants) (CFDA #97.036). This funding provides assistance for
response and recovery from major disasters and emergencies declared by the
President of the United States. During FY 2018-19, DMA expended $18.5 million
under this program for eight disasters, each of which are made up of multiple
projects.

As the recipient of the Disaster Grants for the State of Wisconsin, DMA is
responsible for expending a required percentage of total expenditures from state
funding sources to meet a matching requirement, and it is required to submit
quarterly financial reports to FEMA. DMA is also responsible for maintaining
effective internal controls, including policies and procedures to ensure it expends
the required percentage of total expenditures and submits accurate quarterly
financial reports to FEMA.

Condition;

DMA used an internally generated spreadsheet to automatically summarize the
incurred expenditures used to meet the matching requirement. DMA also used
this spreadsheet to automatically generate expenditure amounts for the quarterly
financial reports to FEMA. Our review indicated that DMA materially complied
with the matching and reporting compliance requirements for the Disaster Grants.
However, we identified concerns with the query that obtained expenditure data for
the spreadsheet from the State’s accounting system. Specifically, the query used an
inappropriate date field that could produce different results if the same date range
was entered in that field but the query was executed on different days. In addition,
certain criteria can be manually entered into certain fields for which consistent
criteria should be used in order to produce consistent results.

Although DMA developed the spreadsheet and underlying query to ensure the
matching and reporting compliance requirements were met, these internal controls
were not sufficient to ensure consistency and accuracy. Further, DMA did not have
adequate compensating controls.

Questioned Costs:
None.

Context:

During our FY 2018-19 audit, we interviewed DMA staff to gain an understanding
of the procedures and internal controls in place to ensure the matching and
reporting compliance requirements were met for the Disaster Grants. To assess if
the internal controls were appropriate and effective, we reviewed the formulas
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applied by the spreadsheet and the underlying query used to obtain the
expenditure data from the State’s accounting system.

Effect:

Although no material noncompliance was identified for the Disaster Grants, we
found DMA’s internal controls were not sufficient. The deficiency in internal
controls over compliance for the matching and reporting requirements increases
the risk that DMA will expend more or less than its required percentage of total
expenditures and that DMA will submit inaccurate quarterly financial reports to
FEMA.

Cause:

Although DMA performed reviews of the spreadsheet results, the reviews were not
designed in a manner that would identify the issues with the underlying query
used to obtain the expenditure data. DMA also did not perform specific quality
assurance reviews of the underlying query to ensure the query functioned correctly
and consistently produced accurate results. DMA also did not have established
procedures for executing the underlying query to ensure appropriate and
consistent criteria was entered.

Recommendation

We recommend the Wisconsin Department of Military Affairs modify the query that
obtains expenditure data from the State’s accounting system so that the query
consistently provides accurate data, and develop and implement written procedures to
ensure the query is consistently executed using appropriate criteria.

Finding 2019-811: Internal Controls over Matching and Reporting
for the Disaster Grants—Public Assistance (Presidentially Declared
Disasters) Program

Disaster Grants—Public Assistance (Presidentially Declared Disasters)
(CFDA #97.036)

Award Numbers Award Years
4650DR1933PA 2011
4650DR4076PA 2013
4650DR4141PA 2014
4650DR4276PA 2017
4650DR4288PA 2017
4650DR4343PA 2018
4650DR4383PA 2019
4650DR4402PA 2019

Questioned Costs: None

Response from the Wisconsin Department of Military Affairs: The
Wisconsin Department of Military Affairs agrees with the audit finding and
recommendation.






Department of Public Instruction

The Wisconsin Department of Public Instruction (DPI) provides guidance and
technical assistance to support public elementary and secondary education in
Wisconsin. It also provides assistance for the development and improvement
of public and school libraries. In FY 2018-19, DPI administered $836.4 million in
federal financial assistance.

We tested DPI’s internal controls and compliance with grant requirements for three
type A programs: Child Nutrition Cluster (CFDA #10.553/10.555/10.556/10.559),
Child and Adult Care Food Program (CFDA #10.558), and Supporting Effective
Instruction State Grants (formerly Improving Teacher Quality State Grants)

(CFDA #84.367). We also tested DPI’s internal controls and compliance with

grant requirements for Twenty-First Century Community Learning Centers

(CFDA #84.287), which is a type B program. Our audit findings are the following:

Timing of Draws of Federal Funds—Child Nutrition Cluster
(Finding 2019-400);

Timing of Draws of Federal Funds—Child and Adult Care Food
Program (Finding 2019-401); and

Timing of Draws of Federal Funds—Twenty-First Century
Community Learning Centers (Finding 2019-402).

In addition, we followed up on DPI’s progress in addressing Finding 2018-400 of
our FY 2017-18 audit (report 19-3). DPI implemented corrective actions to address
this finding. The Summary Schedule of Prior Audit Findings, which is prepared by
management, begins on page 75 and describes the status of each finding as of the
end of our audit period.
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Finding 2019-400: Timing of Draws of Federal Funds—Child Nutrition
Cluster

Finding 2019-401: Timing of Draws of Federal Funds—Child and
Adult Care Food Program

Finding 2019-402: Timing of Draws of Federal Funds—
Twenty-First Century Community Learning Centers

Criteria;

The Cash Management Improvement Act (CMIA) of 1990, as amended, requires
that the State enter into an agreement with the U.S. Department of the Treasury
for certain federal programs to ensure that neither the State nor the federal
government earns interest income at the expense of the other. This agreement is
referred to as the Treasury-State Agreement (TSA). For other federal programs,
CMIA regulations in 31 CFR s. 205.33 require the State to minimize the time
between when the State draws federal funds from the federal government and
when the State disburses funds for federal program purposes. The regulations
further specify that the timing and amount of the draws from the federal
government are to be as close as administratively feasible to the State’s actual
cash outlay.

Condition;

To determine the timing of drawing federal funds, the State Controller’s Office in
the Department of Administration (DOA) uses a report from the State’s enterprise
resource planning system, STAR, which includes the State’s accounting system.
This STAR report identifies the earliest date the federal funds should be drawn in
addition to the amount that may be drawn, both of which are based on information
derived from federal program transactions processed in STAR by DPI and other
state agencies. These transactions include those that directly result in a payment as
well as other non-payment transactions, such as those that allocate costs.

A payment may be scheduled in STAR to be disbursed at a future date, rather than
immediately after the date the transaction was approved in STAR. However, after a
payment transaction is approved in STAR, the central federal draw process begins
regardless of the scheduled disbursement date. For those payments DPI scheduled
in STAR to be disbursed at a future date, particularly those scheduled to be
disbursed five days or more in the future, the STAR report indicated the federal
funds could be drawn even though the actual STAR disbursement had not yet
occurred. DPI indicated that prior to May 2019, it regularly scheduled payment
disbursements for aids payments 11 days in the future.

Although compensating controls were identified for major federal programs
included in the FY 2018-19 TSA, these compensating controls were not applicable
to major federal programs not included in the TSA.
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Questioned Costs:
None.

Context:

During FY 2018-19, DOA drew federal funds of approximately $214.3 million for
the Child Nutrition Cluster (CFDA #10.553/10.555/10.556/10.559), $36.9 million
for the Child and Adult Care Food Program (CFDA #10.558), and $16.2 million for
the Twenty-First Century Community Learning Centers (CFDA #84.287) program.
We reviewed a selection of draws of federal funds and a selection of expenditure
transactions for each program. For each selected item, we compared the date the
federal funds were drawn and received from the federal government to the State’s
scheduled payment disbursement date.

Payments that were scheduled to be disbursed at a future date represented more
than 98.0 percent of the payment transactions associated with the Child and Adult
Care Food Program, more than 96.0 percent of the payment transactions associated
with the Twenty-First Century Community Learning Centers program, and more
than 24.0 percent of the payment transactions associated with the Child Nutrition
Cluster. Compensating controls were in place for the National School Lunch
Program (CFDA #10.555) under the Child Nutrition Cluster because it is included
in the TSA.

Effect:

Five days or more elapsing between the date a payment transaction was approved
and the date the payment was disbursed indicates that the draw of federal funds
was initiated before it was appropriate to do so and, therefore, the State did not
minimize the time between drawing and disbursing funds for federal program
purposes. For the selected payment transactions we reviewed, certain payment
disbursements were scheduled five or more days in the future. For example:

A payment for the Child Nutrition Cluster was approved in
STAR on January 15, 2019, with a scheduled disbursement date
of January 28, 2019. The related federal funds were received on
January 18, 2019, which was ten days prior to the scheduled
disbursement date.

A payment for the Child and Adult Care Food Program

was approved in STAR on April 4, 2019, with a scheduled
disbursement date of April 15, 2019. The related federal funds
were received on April 5, 2019, which was ten days prior to the
scheduled disbursement date.

A payment for the Twenty-First Century Community Learning
Centers program was approved in STAR on September 26, 2018,
with a scheduled disbursement date of October 9, 2018. The
related federal funds were received on September 27, 2018,
which was 12 days prior to the scheduled disbursement date.
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Cause:

STAR is a complex system, and the processing that creates the STAR report used by
DOA is several steps removed from the entry of a payment transaction, increasing
the difficulty of including payment transactions in that report based on the
scheduled disbursement date. Because the STAR report DOA used in drawing
federal funds is based on the date the transaction was approved in STAR rather
than the disbursement date, DOA was unaware of whether scheduled disbursement
dates varied significantly from the approved date in the STAR report.

In FY 2017-18, we recommended that DOA correct this deficiency (Findings 2018-100
and 2018-101). In response to our prior-year recommendations, DOA revised
procedures in the Wisconsin Accounting Manual in March 2019 to explain the need to
reduce the time between the draw of federal funds and the scheduled disbursement
of funds for federal programs by as much as administratively feasible. However,
because the issue was not communicated until March 2019, the control deficiency

in DOA’s draw process for the federal programs was present for the majority of

FY 2018-19. DPI implemented changes beginning in May 2019 to reduce the time
between when payments were entered into STAR and when they were scheduled
to be disbursed to approximately one week, which it deemed to be administratively
feasible. However, the changes DPI implemented were not made until late in

FY 2018-109.

Recommendation

We recommend the Wisconsin Department of Public Instruction ensure that the
time between the draw of federal funds and the scheduled disbursement of funds for
federal programs it administers is reduced by as much as administratively feasible.

Finding 2019-400: Timing of Draws of Federal Funds—Child Nutrition
Cluster

Child Nutrition Cluster (CFDA #10.553/10.555/10.556/10.559)

Award Numbers Award Years
182WI063N1099 2018
192WI063N1099 2019

Questioned Costs: None

Finding 2019-401: Timing of Draws of Federal Funds—Child and
Adult Care Food Program

Child and Adult Care Food Program (CFDA #10.558)

Award Numbers Award Years
182WI063N1099 2018
192WI063N1099 2019

Questioned Costs: None



DEPARTMENT OF PUBLIC INSTRUCTION 49

Finding 2019-402: Timing of Draws of Federal Funds—Twenty-First
Century Community Learning Centers

Twenty-First Century Community Learning Centers (CFDA #84.287)

Award Numbers Award Years
5287C160050 2016-17
5287C170050 2017-18
5287C180050 2018-19

Questioned Costs: None

Response from the Wisconsin Department of Public Instruction: The
Wisconsin Department of Public Instruction agrees with the audit finding and
recommendation.






Other Agencies

In addition to the departments of Administration, Health Services, Military Affairs,
and Public Instruction, we also audited federal programs or followed up on the
status of prior audit findings at seven other state agencies. The following is a
summary of the work we performed at the departments of Children and Families,
Natural Resources, Transportation, Veterans Affairs, Workforce Development,
University of Wisconsin System, and Wisconsin Technical College System.

Department of Children and Families

The Wisconsin Department of Children and Families (DCF) administers programs
such as adoption assistance, foster care, and child support enforcement. It also
administers the Wisconsin Shares child care subsidy program and Wisconsin’s
work-based public assistance program, Wisconsin Works (W-2). In fiscal year
(FY) 2018-19, DCF administered $618.2 million in federal financial assistance.

For our FY 2018-19 audit, no grants administered by DCF were selected for

audit based on risk factors established by Uniform Administrative Requirements,
Cost Principles, and Audit Requirements for Federal Awards (Uniform Guidance).
However, we followed up on DCF’s progress in addressing Findings 2018-200
through 2018-203 of our FY 2017-18 audit (report 19-3), and Finding 2015-022 of
our FY 2014-15 audit (report 16-5), which was included in the Summary Schedule
of Prior Audit Findings in report 19-3. DCF implemented corrective actions to
address our concerns related to Findings 2018-201, 2018-203, and 2015-022, and to
partially address Findings 2018-200 and 2018-202. It will be important for DCF to
continue to work to resolve these findings. The Summary Schedule of Prior Audit
Findings, which is prepared by management, begins on page 75 and describes the
status of each finding as of the end of our audit period as well as ongoing steps to
address findings that were not fully corrected.

51



52

OTHER AGENCIES

Department of Natural Resources

The Wisconsin Department of Natural Resources (DNR) administers programs
related to protecting and enhancing Wisconsin’s natural resources, including its air,
land, water, forests, wildlife, fish, and plants. In FY 2018-19, DNR administered
$153.7 million in federal financial assistance.

We tested DNR’s internal controls and compliance with grant requirements for the
Fish and Wildlife Cluster (CFDA #15.605/15.611), which is a type A program. Our
audit of this program identified no issues that required reporting.

Department of Transportation

The Wisconsin Department of Transportation (DOT) administers transportation
programs, including those affecting highways, bridges, airports, harbors, and
railroads. In FY 2018-19, DOT administered $1.1 billion in federal financial
assistance.

For our FY 2018-19 audit, no grants administered by DOT were selected for audit
based on risk factors established by Uniform Guidance. However, we followed up
on DOT’s progress in addressing Findings 2017-500 and 2017-501 of our FY 2016-17
audit (report 18-5), which were included in the Summary Schedule of Prior Audit
Findings in report 19-3. DOT implemented corrective actions to address these
findings. The Summary Schedule of Prior Audit Findings, which is prepared by
management, begins on page 75 and describes the status of each finding as of the
end of our audit period.

Department of Veterans Affairs

The Department of Veterans Affairs (DVA) provides benefits, programs, and
services for veterans living in Wisconsin. DVA also operates three veterans homes
that provide care for veterans. In FY 2018-19, DVA administered $50.7 million in
federal financial assistance.

We tested DVA'’s internal controls and compliance with grant requirements for the
Veterans State Nursing Home Care (CFDA #64.015) program, which is a type A
program. Our audit of this program identified no issues that required reporting.

Department of Workforce Development

The Department of Workforce Development (DWD) administers programs for
unemployment insurance, workers’ compensation, equal rights in employment and
housing, apprenticeship job training, employment services and training, vocational
rehabilitation, and other related programs. Excluding unemployment insurance
benefits, federal grants funded $207.7 million of DWD’s FY 2018-19 expenditures.
In addition, the Wisconsin Unemployment Reserve Fund paid $387.8 million in
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regular unemployment insurance benefits and $0.2 million in federally funded
benefits.

We tested DWD'’s internal controls and compliance with grant requirements for
Rehabilitation Services Vocational Rehabilitation Grants to States (CFDA #84.126),
which is a type A program. Our audit of this program identified no issues that
required reporting.

University of Wisconsin System

The University of Wisconsin (UW) System provides postsecondary academic
education for approximately 175,000 students. The System includes 13 four-year
universities, 13 two-year branch campuses associated with a university, and

UW System Administration. Each of the 13 universities awards bachelor’s and
master’s degrees, and several also confer doctoral degrees. The 13 two-year branch
campuses offer general education associate degrees and course credits that transfer
to other degree-granting universities. UW System Administration consists of the
UW System President’s staff who assist the Board of Regents in establishing and
monitoring systemwide policies, financial planning for the system, and maintaining
fiscal control.

In FY 2018-19, UW System administered $1.7 billion in federal financial assistance,
including $590.1 million disbursed under the Research and Development Cluster
and $983.1 million administered under the Student Financial Assistance Cluster.
For our FY 2018-19 audit, no grants administered by UW System were selected for
audit based on risk factors established by Uniform Guidance.

However, we followed up on UW System’s progress in addressing Finding 2018-700
of our FY 2017-18 audit (report 19-3). UW System implemented corrective actions to
partially address the finding. It will be important for UW System to continue to work
to resolve this finding. The Summary Schedule of Prior Audit Findings, which is
prepared by management, begins on page 75 and describes the status of each finding
as of the end of our audit period as well as ongoing steps to address findings that
were not fully corrected.

In addition, we followed up on the progress of UW institutions in addressing

Finding 2016-008 of our FY 2015-16 audit (report 17-5), which was included in the
Summary Schedule of Prior Audit Findings in report 19-3. UW institutions
implemented corrective action to address the finding. The Summary Schedule of Prior
Audit Findings, which is prepared by management, begins on page 75 and describes
the status of each finding as of the end of our audit period.

We also included the Wisconsin Humanities Council in our FY 2018-19 audit of

UW System and audited the Promotion of the Humanities—Federal/State Partnership
(CFDA #45.129) grant. The Wisconsin Humanities Council is a nonprofit organization
associated with UW System, which is responsible for the fiscal and personnel
administration of the Humanities Council. We tested internal controls and compliance
with grant requirements for the Promotion of the Humanities—Federal/State
Partnership grant. Our audit of this grant found no issues that required reporting.
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Wisconsin Technical College System

The Wisconsin Technical College System (WTCS) creates policy and provides
direction for the 16 technical college districts in the State of Wisconsin; administers
state and federal aids; coordinates vocational and technical programs with other
state agencies; and coordinates adult education and family literacy services with
technical college districts and community-based organizations. In FY 2018-19,
WTCS administered $28.4 million in federal financial assistance.

For our FY 2018-19 audit, no grants administered by WTCS were selected for audit
based on risk factors established by Uniform Guidance. However, we followed up
on the progress of WTCS in addressing Finding 2018-900 of the FY 2017-18 audit
(report 19-3). WTCS implemented corrective actions to address this finding. The
Summary Schedule of Prior Audit Findings, which is prepared by management,
begins on page 75 and describes the status of each finding as of the end of our
audit period.



State of Wisconsin Schedule of
Findings and Questioned Costs for
the Year Ended June 30, 2019

Uniform Administrative Requirements, Cost Principles, and Audit Requirements for
Federal Awards (Uniform Guidance) requires the auditor to prepare a schedule
of findings and questioned costs that includes the following three sections:

1) asummary of the auditor’s results;

2) findings relating to the financial statements, which are required to
be reported in accordance with Government Auditing Standards; and

3) findings and questioned costs for federal awards.

Summary of Auditor’s Results

As required by Uniform Guidance, the Wisconsin Legislative Audit Bureau is

providing the following summary information related to the State of Wisconsin’s

single audit for fiscal year (FY) 2018-19:

Financial Statements

Type of auditor’s report issued: Unmodified
Internal control over financial reporting:
Material weaknesses identified? Yes
Significant deficiencies identified? Yes
Noncompliance material to financial
statements noted? No
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SCHEDULE OF FINDINGS AND QUESTIONED COSTS

Federal Awards

Internal control over major programs:
Material weaknesses identified?
Significant deficiencies identified?

Type of auditor’s report issued on
compliance for major programs:

Any audit findings disclosed that are required
to be reported in accordance with
s. 200.516 (a) of Uniform Guidance?

Dollar threshold used to distinguish between
type A and type B programs:

Auditee qualified as a low-risk auditee?

Yes
Yes

Unmodified for all major
federal programs except

for Child Nutrition Cluster
(CFDA #10.553/10.555/
10.556/10.559), Child and
Adult Care Food Program
(CFDA #10.558), and
Twenty-First Century
Community Learning Centers
(CFDA #84.287), which were
gualified.

Yes

$30,000,000
No

The following were major federal programs, determined in accordance with

s. 200.518 (b) of Uniform Guidance:

Applicable

CFDA Number

Major Federal Program/Cluster

10.553/10.

10.557
10.558
12.401

15.605/15.

64.015
81.042
84.126

84.287
84.367

93.069
93.268
93.568

93.775/93.

93.958
97.036

555/10.556/10.559  Child Nutrition Cluster

WIC Special Supplemental Nutrition Program for Women, Infants, and Children

Child and Adult Care Food Program

National Guard Military Operations and Maintenance (O&M) Projects

611 Fish and Wildlife Cluster

Veterans State Nursing Home Care
Weatherization Assistance for Low-Income Persons

Rehabilitation Services Vocational Rehabilitation Grants to States

Twenty-First Century Community Learning Centers

Supporting Effective Instruction State Grants (formerly Improving Teacher Quality

State Grants)

Public Health Emergency Preparedness
Immunization Cooperative Agreements

Low-Income Home Energy Assistance

777/93.778 Medicaid Cluster

Block Grants for Community Mental Health Services

Disaster Grants-Public Assistance (Presidentially Declared Disasters)
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Financial Statement Findings

This schedule includes one deficiency in internal control over financial reporting
that we consider to be a material weakness and four deficiencies in internal control
over financial reporting that we consider to be significant deficiencies. These
deficiencies in internal control over financial reporting are required to be reported
by auditing standards generally accepted in the United States of America and
Government Auditing Standards. Findings 2018-001, 2018-006, 2018-007, 2018-008,
2018-009, and 2018-010 from the prior year (report 19-3) are no longer reportable.
Repeat findings from report 19-3 are indicated with an asterisk (*).

Finding 2019-001: STAR Security Concerns*

Criteria;

The Department of Administration (DOA\) is responsible for the maintenance of the
State’s enterprise resource planning system, STAR, which includes the accounting,
payroll, and purchasing systems for most state agencies. To provide proper internal
control, information technology (IT) security policies and procedures are necessary to
ensure data stored and processed in STAR are protected from accidental or intentional
misuse or destruction. IT controls should be established to prevent inappropriate or
inadvertent access to STAR and its related databases, and to provide staff with a
consistent methodology for performing their job functions.

The National Institute of Standards and Technology’s (NIST) Special Publication
800-53r4 discusses the importance of creating policies and procedures, ensuring
proper separation of duties, and maintaining a standard for access that seeks to
provide a user with least privilege, which requires that only the minimum
necessary rights are assigned to complete a task. The DOA STAR Program Office,
which is responsible for the overall maintenance and administration of STAR,
adopted the security administration policies in the State of Wisconsin IT Security
Policy Handbook, which are based on the NIST security framework, and developed
security procedures in the STAR Security Administration Handbook.

Condition;

We have reported concerns related to STAR security since STAR was first
implemented in FY 2015-16. During our FY 2015-16, FY 2016-17, and FY 2017-18
audits of STAR, we identified weaknesses in policies, standards, and procedures
related to security, as well as areas of inappropriate or excessive access to STAR.
To address prior-year recommendations, DOA established policies and procedures
related to security, reduced some of the excessive or inappropriate access
identified, and implemented an annual user attestation process to review and
adjust user access to STAR.

During our FY 2018-19 audit, we reviewed security-related controls over the STAR
Finance, STAR Procurement, and STAR Human Capital Management (HCM)
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applications and the related databases. We considered how security-related

controls ensured proper access was granted and maintained, and we followed up

on recommendations we made as part of our FY 2017-18 audit. Although we found
that DOA made progress on our FY 2017-18 recommendations (Finding 2018-005),
including reducing access in several areas and implementing new procedures, we
continued to identify concerns that need to be addressed. For example, we found that
unnecessary access continued to be reassigned for some users because of an automated
process that the STAR Program Office did not sufficiently understand. Further, we
found the user attestation process did not include for review all user accounts that
were expected to be included. We determined that the detailed results of our review
were too sensitive to communicate publicly. Therefore, we communicated the results
in a confidential interim memorandum to the DOA State Controller’s Office (SCO) and
the STAR Program Office.

Questioned Costs:
None.

Context:

We completed testing of security administration over the STAR Finance, STAR
Procurement, and STAR HCM applications and the related databases. We interviewed
staff in the STAR Program Office, SCO, and the DOA Division of Personnel
Management to gain an understanding of the security administration policies and
procedures, and the steps taken to address recommendations from our FY 2017-18
audit. In addition, we performed queries to test access to selected accounts and roles in
STAR, and we requested documentation to test other areas of security administration.

STAR functions include processing vendor payments, accounting for cash receipts,
tracking and maintaining employee information, tracking employee time, and
processing payroll. STAR is used by SCO and most state agencies to report financial
information, monitor budgets, administer federal grants, process payroll, process
transactions, and manage assets.

Effect:

Although it can be difficult to determine how IT concerns such as those we identified
affect the financial statements and material federal compliance areas, ineffective IT
controls in areas such as these may permit controls over STAR to operate improperly
and may allow financial statement misstatements and noncompliance to occur and not
be detected.

Weaknesses in IT security controls increase the risk that unauthorized or erroneous
transactions could be processed or changes could be made to accounting, payroll,
and other data in STAR. In addition, failure to provide an appropriate level of
protection for systems and data increases the risk that personally identifiable
information could be accidentally or maliciously exposed.

Cause:

DOA continues to develop its procedures and controls over the STAR environment,
and does not yet have sufficient understanding about the complexities and
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intricacies of security in this environment. Because some procedures were not
adequately implemented throughout the audit period, risks continued to exist.

Recommendation

We recommend the Wisconsin Department of Administration take corrective actions by
June 30, 2020, to address the specific recommendations included in the confidential
interim memorandum provided during the audit.

Response from the Wisconsin Department of Administration: The Department of
Administration agrees with the finding and recommendation.

Finding 2019-002: Implementation of IT Procedures by the
Department of Administration Division of Enterprise Technology*

Criteria;

Under s. 16.97, Wis. Stats., DOA is responsible for the State’s IT services, including
ensuring that all state data processing facilities develop proper privacy and
security procedures and safeguards. As a part of DOA, the Division of Enterprise
Technology (DET) operates a data center to provide a variety of services to state
agencies, including managing the mainframe for all agencies; managing servers for
DOA and other executive branch agencies; and maintaining DOA-related systems.
In addition, DET performs programming and security functions including
maintaining the infrastructure for STAR.

Because the mainframe and servers contain financial data and confidential
information, it is important that DET manage and maintain a secure environment.
Managing a secure environment involves developing, approving, and following
appropriate policies, standards, and procedures.

As defined by DET, IT policies are formal, brief, high-level statements or plans that
reflect an agency’s general beliefs, goals, rules, and objectives for a specific subject
area. Standards are mandatory actions or rules designed to support policies.
Procedures are a documented series of steps that align with policies and standards.
Well-written policies, standards, and procedures provide staff with a consistent
methodology for performing their job functions.

DET uses the NIST framework as a guide to develop policies, standards, and
procedures. Because of the diverse requirements of state agencies, DET’s policies,
standards, and procedures must comply with Wisconsin Statutes as well as
requirements of other laws and standards, such as the Internal Revenue Service
(IRS) laws, Criminal Justice Information Services (CJIS) standard, Health Insurance
Portability and Accountability Act (HIPAA), Payment Card Industry Data Security
Standard (PCI DSS), and Family Educational Rights and Privacy Act (FERPA).

DET’s policies and standards are set forth in the State of Wisconsin IT Security Policy
Handbook, which includes the related standards by reference. In addition to
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establishing procedures to support conformance with its policies and standards, it is
also important that DET establish settings that enforce its policies, standards, and
procedures. Settings are technical configurations that enforce controls for a computer
or group of computers. For instance, password settings can enforce password length,
which is prescribed by DET’s policies and standards. Implementation of settings
enforces the controls that are in place and, therefore, helps to ensure that approved
standards are being followed.

Condition;

We first reported concerns regarding a lack of policies, standards, and procedures
over the operations of DET’s data center during our FY 2014-15 audit. In that fiscal
year, and each subsequent fiscal year, we made recommendations for DET to
develop policies, standards, and procedures and to address specific concerns we
identified in IT practices and settings (Finding 2018-003).

During our FY 2018-19 audit, we found DET had taken steps to address some of
the recommendations we made during and subsequent to the FY 2014-15 audit,
including the development of IT policies and standards. However, corrective
actions have not been fully implemented and, therefore, weaknesses continue to
exist in IT security over the operations of DET’s data center. Specifically, DET

did not complete all corrective actions to address our prior audit recommendations
related to completing written procedures, reviewing settings and practices, and
completing projects initiated in response to specific concerns we identified. In some
areas, the corrective action plan and subsequent updates to that plan indicated that
the corrective action would not be completed as of June 30, 2019. In addition, we
continued to identify concerns related to DET’s implementation of its policies and
standards through its procedures and settings. For example:

DET could not demonstrate that regular reviews were
performed of access to the network, equipment, systems, and
data in most areas;

DET did not consistently document written procedures related
to resolving failed back-ups or the resolution of failed back-ups
that occurred,;

DET did not make security awareness training available during
the last six months of FY 2018-19; and

DET did not document and could not demonstrate approval for
all exceptions to policies and standards that it actually employed
in practice.

We determined that the detailed results of our review were too sensitive to
communicate publicly. Therefore, we communicated the results in a separate
confidential communication to the Chief Information Officer in DOA.
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Questioned Costs:
None.

Context:

We reviewed the State of Wisconsin IT Security Policy Handbook and related
standards; interviewed the DOA Chief Information Officer, the DOA Deputy
Administrator of Enterprise Operations, the DOA Chief Information Security
Officer, and other DOA staff; and evaluated the design or operation of certain
security settings and practices.

Most state agencies use computer systems that are located on the mainframe or on
servers maintained in the DET data center and that are relied on to complete
critical functions, including processing checks, accounting for cash receipts,
preparing financial statements, and administering federal grant programs.

Effect:

Procedures and settings that do not align with approved policies and standards
weaken the level of security provided by DET. For example, failure to properly
manage and maintain a secure environment at the DET data center could result in
inappropriate access, which could result in the issuance of erroneous or fraudulent
checks or inappropriate viewing of confidential data.

Further, because DET hosts and supports a significant number of executive branch
agencies and systems at its data center, risks at the data center can affect the
computing resources and data of state agencies. For example, if a data center or the
state network is compromised, there is an increased risk that harm could come to
any of the systems or data of the agencies that use the data center or network.

Cause:

The policies and standards now followed by DET were approved in October 2018.
Although DET has taken steps to implement procedures and review practices

and settings to enforce those policies and standards, DET staff indicated that
implementation is ongoing and was not completed by June 30, 2019. In some areas,
DET staff indicated they were unaware that its policies and standards were not met.

Recommendation

We recommend the Wisconsin Department of Administration take steps to fully
complete or update and implement the written procedures, practices, and settings of
the Division of Enterprise Technology to enforce its policies and standards, and take
corrective action to address the specific concerns communicated during the audit.

Response from the Wisconsin Department of Administration: The Department of
Administration agrees with the findings and recommendations.
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Finding 2019-003: Department of Administration Information
Technology Oversight Responsibilities*

Criteria;

Wisconsin Statutes give DOA responsibility for the State’s IT services. Under
s.16.971 (2), Wis. Stats., DOA shall:

in cooperation with executive branch agencies, establish policies,
procedures, and planning processes for the administration of IT
services, which executive branch agencies must follow;

ensure the policies, procedures, and processes address the needs
of agencies, other than the Board of Regents of UW System, to
carry out their functions; and

monitor adherence to these policies, procedures, and processes.

Further, s. 16.971 (2), Wis. Stats., requires DOA to provide oversight and
monitoring of state agency IT operations, including the responsibility for ensuring:

management reviews of IT organizations are conducted;

all executive branch agencies develop and operate with clear
guidelines and standards in the areas of IT systems development
and employ good management practices and cost-benefit
justifications; and

all state data-processing facilities develop proper privacy and
security procedures and safeguards.

In addition, s. 16.973 (3), Wis. Stats., states that DOA shall facilitate the
implementation of statewide initiatives, including development and maintenance
of policies and programs to protect the privacy of individuals who are the subjects
of information contained in the databases of the agencies.

The Information Technology Executive Steering Committee (ITESC), which was
initially established in April 2013 through Executive Order 99, and the Wisconsin
Information Technology Directors Council (ITDC) work with DOA in fulfilling its
responsibilities related to the State’s IT services. ITESC members are high-level IT
leaders from select agencies, including the largest agencies. The purpose of ITESC
is to align enterprise IT deployment with statewide business goals. One of ITESC’s
stated goals is to create and maintain enterprise IT policies. The ITDC is an inter-
agency group of IT staff that DOA created to encourage information sharing
between itself and agency IT leaders at varying levels across the agencies.

DOA uses the NIST framework as a guide to develop and modify executive branch
agency policies and standards. NIST is a federal organization that is responsible for
establishing standards. Specifically, NIST developed Special Publication 800-53r4 to
“fulfill their statutory responsibilities under the Federal Information Security
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Management Act (FISMA) to develop information security standards and
guidelines, including minimum requirements for federal information systems.”
This publication provides information and guidance for all areas that should be
considered for maintaining a secure IT environment.

Condition:

We first reported concerns regarding the lack of executive branch agency IT
policies and standards during the FY 2015-16 audit. During the FY 2016-17 and

FY 2017-18 audits, in addition to recommendations related to the implementation
of executive branch agency policies and standards, we recommended DOA take
steps to identify, assess, and address risks for the State’s IT environment. These
steps were to include completion of vulnerability assessments, penetration testing,
and a comprehensive risk assessment (Finding 2018-004).

During the FY 2018-19 audit, we found that, in October 2018, ITSEC approved the
State of Wisconsin IT Security Policy Handbook, which includes the related standards
by reference. Executive branch agencies are expected to comply with these policies
and standards. DOA communicated the new policies and standards to agencies
using a private state website and discussions at the ITDC meetings. However, DOA
did not take specific additional steps to encourage and monitor agency progress
toward compliance. For example, DOA did not establish a timeline within which
agencies were expected to become compliant with the policies and standards. DOA
also did not request self-assessments from agencies regarding their progress in
implementing the policies and standards. As of June 30, 2019, executive branch
agencies had not fully implemented procedures that conform with the policies and
standards. For example, at four agencies we reviewed, procedures had not been
developed or effectively implemented to review user access on at least an annual
basis to ensure user access remained appropriate in accordance with the principle
of least privilege. At three of these agencies, we also found that procedures for
initially establishing user access did not demonstrate adequate consideration of the
user’s needs based on the principle of least privilege.

Although DOA took steps to address some of our other prior audit recommendations,
we found additional work is needed. For example, DOA completed some work
related to vulnerability assessments and penetration testing. However, DOA’s
timeline for completing certain steps was revised, including some dates that extended
beyond June 30, 2019.

Questioned Costs:
None.

Context:

State agencies use computer systems that DOA is responsible for ensuring are
properly secured and are relied on to complete critical functions, including
processing checks, accounting for cash receipts, preparing financial statements, and
administering federal grant programs. We interviewed the DOA Chief Information
Officer, the DOA Deputy Administrator of Enterprise Operations, the DOA Chief
Information Security Officer, and other DOA staff to gain an understanding of the
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development of executive branch agency IT policies and standards as well as the
steps that have been taken to monitor and provide oversight of executive branch
agency IT operations. We also interviewed certain agency IT staff and evaluated
the design or operation of certain agency practices and settings, including
compliance of these practices and settings with the Wisconsin IT Security Policy
Handbook and related standards.

Effect:

Because there are connections among agencies in the state’s network, weaknesses
at one agency can affect security for other agencies. Additionally, failure to monitor
agency environments and practices can also lead to vulnerabilities in the state’s
network, known or unknown, because there is no assurance that all systems are
meeting the minimum level of security for the State’s IT environment, as
established in the State of Wisconsin IT Security Policy Handbook and related
standards. Weaknesses in the security of the network can lead to inappropriate
access to confidential or sensitive data, unauthorized changes to the data within the
system, or a failure of the system.

Cause:

DOA completed some monitoring of the executive branch agencies through
discussions during ITESC and ITDC meetings. However, these discussions may not
provide sufficient information to enable DOA to understand progress across all
executive branch agencies in conforming to the State of Wisconsin IT Security Policy
Handbook and related standards or to identify weaknesses that exist at an agency
level and that create a risk for the overall IT environment. DOA also prioritized
certain vulnerability and penetration tests over others as well as over the
completion of a comprehensive risk assessment. DOA indicated that, as part of the
comprehensive risk assessment, it plans to assess the extent to which agencies have
conformed to the policies and standards. However, a timeline for fully completing
a comprehensive risk assessment has not been established.

Recommendation

We recommend the Wisconsin Department of Administration:

develop and implement, by March 31, 2020, a plan for monitoring the
progress of executive branch agencies in becoming compliant with the
State of Wisconsin IT Security Policy Handbook and related standards;

complete its corrective action plan to fully address recommendations
from prior-year Finding 2018-004 within the timeline provided in its
June 2019 communication to the Legislative Audit Bureau on the status
of corrective actions taken; and

develop and implement by June 30, 2020, a process to regularly
identify, assess, and address risks for the State’s IT environment,
including vulnerability assessments, penetration testing, and
comprehensive risk assessments that assess risk across the

IT environment and include ongoing monitoring of agency
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compliance with the State of Wisconsin IT Security Policy Handbook
and related standards.

Response from the Wisconsin Department of Administration: The Department of
Administration agrees with the findings and recommendations.

Finding 2019-004: Financial Reporting for the Transportation
Fund

Criteria:

The Department of Transportation (DOT) is responsible for administering
transportation infrastructure projects throughout the State, including developing and
maintaining roads and bridges. Activity related to transportation infrastructure
projects is accounted for in the Transportation Fund, a governmental fund that is
reported in the State’s CAFR. DOT is responsible for preparing and submitting
financial statements and required supplementary information to SCO for inclusion in
the State’s CAFR. In addition, DOT is responsible for maintaining effective internal
controls to ensure the financial information submitted to SCO is fairly presented and
that misstatements are prevented, or detected and corrected in a timely manner.

Condition;

DOT’s process for preparing and reviewing financial information was not sufficient
to prevent, or detect and correct in a timely manner substantive misstatements. For
example, DOT staff prepared a new accrual related to intergovernmental revenue
under advance contracts. However, the data used to prepare this entry were not
adequately evaluated to identify the amounts eligible for accrual.

Questioned Costs:
None.

Context:

We reviewed the FY 2018-19 Transportation Fund financial statements submitted to
SCO for inclusion in the State’s CAFR and discussed the process used by DOT to
compile the Transportation Fund financial statements. We reviewed financial
information used to prepare the financial statements and examined supporting
documentation.

Effect:

The Transportation Fund financial statements prepared by DOT were misstated.
Specifically, we identified that Intergovernmental Revenue was overstated and
Due From Other Governments was overstated by $41.8 million. After we brought
this concern to its attention, DOT corrected the misstatements and submitted
revised information to SCO.
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Cause:

Although DOT implemented a secondary review process related to the compilation

of infrastructure information, it did not establish an adequate secondary review of
financial information, particularly for new or changing areas. As a result, no secondary
review was performed of the new accrual related to intergovernmental revenue.

Recommendation

We recommend the Wisconsin Department of Transportation review its procedures for
preparing financial information and implement an adequate secondary review process
to ensure:

increased scrutiny of new or substantively changed areas of financial
reporting;

reasonableness reviews or other checks are performed to identify
errors in areas that could have a substantive effect on financial
reporting; and

sufficient documentation of the review process.

Response from the Wisconsin Department of Transportation: The Department of
Transportation agrees with the finding and recommendations.

Finding 2019-005: Financial Reporting Process for the Injured
Patients and Families Compensation Fund*

Criteria:

The Injured Patients and Families Compensation Fund (IPFCF), which is
administered by the Office of the Commissioner of Insurance, insures participating
physicians and other health care providers in Wisconsin against medical
malpractice claims that exceed the primary insurance thresholds established by
statutes. IPFCF is a proprietary fund that is reported in the State’s CAFR. IPFCF is
responsible for preparing and submitting accurate financial statements and related
note information for inclusion in the State’s CAFR to SCO. To ensure accurate
financial reporting, IPFCF is also responsible for understanding generally accepted
accounting principles (GAAP), as promulgated by the Governmental Accounting
Standards Board (GASB). In addition, IPFCF is responsible for maintaining effective
internal controls to ensure the financial information submitted to SCO is fairly
presented and that misstatements are prevented, or detected and corrected in a
timely manner.

SCO maintains overall responsibility for preparing the State’s CAFR and completes
a desk review of the financial information submitted to assess the reasonableness
of the information. As necessary, SCO provides to, and makes suggested changes
for, the preparing agency and the agency is responsible for reviewing and, if
appropriate, accepting or confirming the changes.
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Condition;

We reported concerns related to the financial reporting process for the IPFCF during
our FY 2017-18 audit (Finding 2018-002) and recommended that the fund improve its
process for preparing and reviewing financial statements. During our current audit,
although we found IPFCF had taken some steps to improve its process, we again
identified concerns and found the IPFCF did not fully consider the financial
reporting implications of changes to its activity during the year. Although the
information IPFCF prepared and submitted to SCO included an appropriate total
amount of restricted assets, IPFCF classified a portion of the total restricted assets in
an incorrect restricted account. Specifically, we found IPFCF reported $55.1 million
as restricted cash even though IPFCF had only $34.9 million of cash available to be
restricted. During its desk review, SCO recognized that IPFCF did not have sufficient
cash available to cover the total restricted assets and made a suggested change.
However, the change was incorrect as it eliminated all restricted assets even though
IPFCF had assets that met the requirements to be restricted.

In addition, although IPFCF changed its methodology for calculating interest
credited to accounts held for the benefit of specific claimants, IPFCF did not
prepare an assessment of whether this change in methodology should be classified
as a change in an accounting estimate or a correction of an error. Further, it was not
evident in the financial information IPFCF submitted to SCO that an assessment
had been completed. After we explained the GASB requirements, IPFCF
determined that the change in its methodology should be reported as a correction
of an error, for which a prior-period adjustment and note disclosure were required.

Questioned Costs:
None.

Context:

We reviewed the FY 2018-19 financial information that IPFCF submitted to SCO for
inclusion in the State’s CAFR, discussed the process used in compiling the
information with IPFCF staff, and examined supporting documentation. We also
reviewed communications between IPFCF and SCO regarding the revisions made
throughout the preparation and review of the information.

Effect:

The IPFCF financial statements prepared by IPFCF were misstated. We identified the
following misstatements related to restricted assets on the Statement of Net Position:

Cash and Cash Equivalents was overstated by $12.2 million;

Restricted and Limited Use Assets: Cash and Cash Equivalents
was understated by $12.2 million;

Noncurrent Investments was overstated by $42.9 million; and

Restricted and Limited Use Assets: Investments was understated
by $42.9 million.
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In addition, we identified that Benefit Expense as well as Total Net Position,
Beginning of Year, were overstated by $11.9 million on the Statement of Revenues,
Expenses, and Changes in Fund Net Position due to the change in the interest
calculation methodology. We also identified related misstatements on the Statement
of Cash Flows and that IPFCF did not prepare the required note information.

After we discussed our concerns with IPFCF, it corrected the misstatements we
identified and submitted revised information to SCO.

Cause:

IPFCF did not demonstrate adequate understanding of relevant GAAP
requirements in the compilation of financial reporting information or in its
application of such requirements, in part, due to significant staff turnover.
Although the suggested change SCO made to eliminate restricted assets was
incorrect, IPFCF did not adequately question the change. As part of its corrective
action plan to address a recommendation from our FY 2017-18 audit, IPFCF
contracted with an external accounting firm to provide a secondary review of its
financial information. However, in its first year of providing this service, IPFCF
may not have adequately educated the external accounting firm on IPFCF’s
operations and the CAFR financial reporting process to enable the firm to be fully
effective in its review of the financial information.

Recommendation

We recommend the Wisconsin Office of the Commissioner of Insurance, Injured Patients
and Families Compensation Fund, take steps to adequately understand and
appropriately apply financial reporting requirements, including by:

reviewing the State of Wisconsin GAAP Conversion Manual provided
by the Department of Administration State Controller’s Office;

attending relevant training on financial reporting and government
accounting standards;

proactively seeking guidance and clarification from the State
Controller’s Office related to relevant financial reporting
requirements and how to apply those requirements for the Injured
Patients and Families Compensation Fund;

proactively identifying and applying applicable changes in
accounting standards; and

further educating the Injured Patients and Families Compensation
Fund'’s external accounting firm on the Fund’s operations and the
State’s financial reporting process.
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Response from the Wisconsin Office of the Commissioner of Insurance: The Office of
the Commissioner of Insurance IPFCF accepts the findings and recommendations but has
reservations about its ability to be successful when seeking guidance and clarification from
the State Controller’s Office. The IPFCF will do everything in its power to do so, but the
IPFCF cannot guarantee that the State Controller’s Office will be open to providing the
guidance and clarification requested.

Federal Award Findings and Questioned Costs

Uniform Guidance requires that audit findings be presented in sufficient detail for the
auditee to prepare a corrective action plan and take corrective action, and for federal
agencies and pass-through entities to make a management decision. The specific
information that Uniform Guidance requires in audit findings can be found in the
agency narratives on the page numbers referenced in this section. The agency narratives
also include the agencies’ responses. Agencies’ corrective action plans for audit findings
are included in the Corrective Action Plans chapter, which begins on page 183.

Repeat findings from report 19-3 are marked with an asterisk (*).

U.S. DEPARTMENT OF AGRICULTURE

Wisconsin Department of Public Instruction

Finding CFDA Amount
Number Number Federal Program Finding Questioned
2019-400 10.553/ Child Nutrition Cluster Timing of Draws of Federal $ 0
p. 46 10.555/ Funds—Child Nutrition Cluster

10.556/

10.559
2019-401 10.558 Child and Adult Care Food Program Timing of Draws of Federal 0
p. 46 Funds—Child and Adult Care

Food Program

Total U.S. Department of Agriculture $ 0

U.S. DEPARTMENT OF DEFENSE

Wisconsin Department of Military Affairs

Finding CFDA Amount
Number Number Federal Program Finding Questioned
2019-810 12.401 National Guard Military Operations and National Guard Military $ 271,198
p. 39 Maintenance (O&M) Projects Operations and Maintenance

(O&M) Projects Extensions

Total U.S. Department of Defense $ 271,198
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U.S. DEPARTMENT OF ENERGY

Wisconsin Department of Administration

Finding CFDA

Number Number Federal Program

2019-100 81.042 Weatherization Assistance for Low-Income
p. 20 Persons

Total U.S. Department of Energy

U.S. DEPARTMENT OF EDUCATION

Wisconsin Department of Public Instruction

Finding CFDA

Number Number Federal Program

2019-402 84.287 Twenty-First Century Community Learning
p. 46 Centers

Total U.S. Department of Education

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Wisconsin Department of Administration

Finding CFDA

Number Number Federal Program

2019-100 93.568 Low-Income Home Energy Assistance
p. 20

Wisconsin Department of Health Services

Finding CFDA

Number Number Federal Program

2019-301 93.069 Public Health Emergency Preparedness
p. 26

2019-304 93.069 Public Health Emergency Preparedness
p. 30

2019-302 93.268 Immunization Cooperative Agreements
p. 26

2019-300 93.778 Medical Assistance Program

p. 24

2019-305 93.778 Medical Assistance Program

p. 32

2019-306 93.778 Medical Assistance Program

p. 35

Finding

Internal Controls Over
Reporting

Finding

Timing of Draws of Federal
Funds—Twenty-First Century
Community Learning Centers*

Finding

Internal Controls Over
Reporting

Finding

Timing of Draws of Federal
Funds—Public Health
Emergency Preparedness

Monitoring of Subrecipients—
Public Health Emergency
Preparedness Program

Timing of Draws of Federal
Funds—Immunization
Cooperative Agreements

Computer Data Matches*

Security for Medical Assistance
Program IT Systems

Medical Assistance Program
Provider Overpayments*

Amount

Questioned
$ 0

Amount

Questioned
$ 0

Amount

Questioned
$ 0

Amount

Questioned
$ 0
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES (continued)

Wisconsin Department of Health Services (continued)

Finding CFDA Amount
Number Number Federal Program Finding Questioned
2019-303 93.958 Block Grants for Community Mental Health  Timing of Draws of Federal $ 0
p. 26 Services Funds—Block Grants for
Community Mental Health
Services
Total U.S. Department of Health and Human Services $ 0

U.S. DEPARTMENT OF HOMELAND SECURITY

Wisconsin Department of Military Affairs

Finding CFDA Amount
Number Number Federal Program Finding Questioned
2019-811 97.036 Disaster Grants-Public Assistance Internal Controls over $ 0
p. 42 (Presidentially Declared Disasters) Matching and Reporting for

the Disaster Grants — Public
Assistance (Presidentially
Declared Disasters) Program

Total U.S. Department of Homeland Security $ 0

TOTAL KNOWN QUESTIONED COSTS FOR THE STATE OF WISCONSIN $ 271,198
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

DATE: July 31, 2019

TO: Sherry Haakenson, Financial Audit Director

Legislative Audit Bureau
FROM: Barry Kasten, Deputy Director

Bureau of Fiscal Services
Department of Health Services

SUBJECT:  Response to Interim Audit Memos:

Computer Data Matches

Finding: Computer Data Matches (2018-300, 2017-300, 2016-001, 2015-024, 2014-025, WI-13-12,
WI-12-22, WI-11-3, WI-10-5, W1-09-4, WI-08-02, WI-07-6, WI-06-6, W1-05-6, WI1-04-5)

Federal Program: Medical Assistance Program (CFDA #93.778)
Status of Audit Finding: Partially Corrected

In our communication to you of Feb 6, 2019 we identified a number of strategies we have been working
on regarding timely processing of SWICA discrepancies. Since that submission, DHS has continued to
prioritize this work.

As we indicated then, DHS formed a cross agency initiative with the Department of Children and
Families in an effort to further improve SWICA processing and ultimately increase program integrity.
The specific outcomes identified for this partnership include: streamlining the SWICA process to allow
for greater consistency our public programs, creating better matches in order to better ensure that the
discrepancies that are being created will have an impact to the case and therefore warrant worker action
(elimination of false matches), and improve training provided to income maintenance staff to ensure
proper understanding of expectations on when and how to work these discrepancies.

Via this initiative as well as other mechanisms, work has continued in 2019 on the identified CARES-
based and other solutions. Implementation of these is still planned for CY 2020.

As a result of this work, we expect to see further improvements in timely processing of SWICA
discrepancies and increased rates of resolution of these alerts.

Person(s) Responsible for Corrective Action:

Rebecca McAtee, Director, Bureau of Enrollment Policy and Systems, Division of Medicaid Services,
Department of Health Services

www.dhs.wisconsin.gov

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Sabrina Mandel, Program and Policy Analyst, Bureau of Enrollment Policy and Systems, Division of
Medicaid Services, Department of Health Services

Debbie Waite, BEPS Deputy Bureau Director, Bureau of Enrollment Policy and Systems, Division of
Medicaid Services, Department of Health Services

Theresa Fosbinder, BEPS Project Manager, Division of Medicaid Services, Department of Health
Services

Contact Information:

Rebecca.McAtee@dhs.wisconsin.gov
608-266-8628

Sabrina.Mandel@dhs.wisconsin.gov
608-267-7813

Deborah.Waite@dhs.wisconsin.gov
608-261-9421

Theresal.Fosbinder@dhs.wisconsin.gov
608-267-0246

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin i Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Medical Assistance Program Payments to Terminated Providers
Finding: Medical Assistance Program Payments to Terminated Providers (2018-301)
Federal Program: Medical Assistance Program (CFDA #93.778)
Status of Audit Finding: Not Corrected.
DHS is continuing to work on completing the corrective actions identified in its corrective action

plan. DHS anticipates completing these corrective actions by September 2019, as indicated in its
corrective action plan.

Person(s) Responsible for Corrective Action:

Lori Thornton, Deputy Inspector General, Office of the Inspector General, Department of Health
Services

Christian Moran, Section Chief, Day-to-Day Claims Operations - System Leads Section, Division of
Medicaid Services, Bureau of Systems Management, Department of Health Services

Contact Information:

Lori.Thornton@dhs.wisconsin.gov
(608) 261-8308

Christian.Moran@dhs.wisconsin.gov
(608) 266-8532

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Subrecipient Monitoring for the Supplemental Nutrition Assistance Program
Finding: Subrecipient Monitoring for the Supplemental Nutrition Assistance Program (2018-302)

Federal Program: State Administrative Matching Grants for the Supplemental Nutrition Assistance
Program (CFDA #10.561)

Status of Audit Finding: Corrective Action has been taken.

The Division of Medicaid Services (DMS) for subrecipients under the SNAP program. DMS has
achieved this corrective action through the use of the DHS grant agreement templates that contain
federal funding tables and the completion of risk assessments.

Person(s) Responsible for Corrective Action:

Laurie Palchik, Director, Bureau of Strategic Sourcing, Division of Enterprise Services, Department
of Health Services

Erik Hayko, Section Chief, Bureau of Operation Coordination, Division of Medicaid Services,
Department of Health Services

Contact Information:

Laurie.Palchik@dhs.wisconsin.gov
608-266-9748

ErikJ.Hayko@dhs.wisconsin.gov
608-266-6636

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI| 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Medical Assistance Program Payments for Ineligible Services to Inmates
Finding: Medical Assistance Program Payments for Ineligible Services to Inmates (2018-303)
Federal Program: Medical Assistance Program (CFDA #93.778)
Status of Audit Finding: Not Corrected.
DHS is continuing to work on determining and recouping improper Medical Assistance program
payments for Ineligible Services to inmates. DHS anticipates completing this corrective action by
September 2019, as indicated in its corrective action plan.
In addition, DHS has begun to engage the Wisconsin Department of Corrections for an upcoming
Medicaid eligibility initiative regarding inmates. Through this initiative, we plan to mitigate the risk

of paying ineligible claims for inmates and improve and streamline communication for all Medicaid
Assistance programs-related eligibility and information for inmates in 2020.

Person(s) Responsible for Corrective Action:

Michelle Prost, Section Chief, Hospital Rate Setting and Policy Section, Bureau of Rate Setting,
Division of Medicaid Services, Department of Health Services

Christian Moran, Section Chief, Day-to-Day Claims Operations - System Leads Section, Bureau of
Systems Management, Division of Medicaid Services, Department of Health Services

Deb Waite, Deputy Bureau Director, Bureau of Enrollment Policy and Systems, Division of
Medicaid Services, Department of Health Services

Contact Information:

michelle.prostl@dhs.wisconsin.gov
(608) 266-5475

Christian.Moran@dhs.wisconsin.gov
(608) 266-8532

Deborah.Waite@dhs.wisconsin.gov
(608) 261-9421

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Subrecipient Monitoring for the Substance Abuse and Mental Health
Services Projects of Regional and National Significance Program

Finding: Subrecipient Monitoring for the Substance Abuse and Mental Health Services Projects of
Regional and National Significance Program (2018-304)

Federal Program: Substance Abuse and Mental Health Services Projects of Regional and National
Significance (CFDA #93.243)

Status of Audit Finding: Corrective Action has been taken.
The Division of Care and Treatment Services (DCTS) for subrecipients under the Substance Abuse and
Mental Health Services Projects of Regional and National Significance Program. DCTS has achieved this

corrective action through the use of the DHS grant agreement templates that contain federal funding
tables and the completion of risk assessments.

Person(s) Responsible for Corrective Action:

Laurie Palchik, Director, Bureau of Strategic Sourcing, Division of Enterprise Services, Department
of Health Services

Contact Information:

Laurie.Palchik@dhs.wisconsin.gov
608-266-9748

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS

1 WEST WILSON STREET

PO BOX 7853

MADISON WI 53707-7853

Tony Evers
Governor

Andrea Palm State of Wisconsin i Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Medical Assistance Program Provider Overpayments
Finding: Medical Assistance Program Provider Overpayments (2018-305)
Federal Program: Medical Assistance Program (CFDA #93.778)
Status of Audit Finding: Not Corrected

In DHS corrective action under the circuit court injunction, DHS may not issue an NIR letter or
otherwise recover funds from an MA provider.

Person(s) Responsible for Corrective Action:
Anthony Baize, Inspector General, Office of the Inspector General, Department of Health Services

Lori Thornton, Deputy Inspector General, Office of the Inspector General, Department of Health
Services

Contact Information:

Anthony.Baize@dhs.wisconsin.gov
(608) 266-7436

Lori.Thornton@dhs.wisconsin.gov
(608) 261-8308

Department of Health Services Federal Compliance Findings
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DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS
1 WEST WILSON STREET

Tony Evers PO BOX 7853
Governor MADISON WI 53707-7853
Andrea Palm State of Wisconsin . Telephone: 608-267-7104
Secretary Department of Health Services TTY: 711 or 800-947-3529

Children’s Health Insurance Program (CHIP) Participant Age
Finding: Children's Health Insurance Program Participant Age (2017-301)
Federal Program: Children's Health Insurance Program (CFDA #93.767)
Status of Audit Finding: Corrective Action Taken
1) $19,707 was returned to CMS for 410 ineligible CHIP recipients in March 2018.
2) The systems fix identified as part of the solution was part of a June, 2018 release to the CARES
system.

Person(s) Responsible for Corrective Action:

Rebecca McAtee, Director, Bureau of Enrollment Policy and Systems, Division of Medicaid Services,
Department of Health Services

Sabrina Mandel, Program and Policy Analyst, Bureau of Enrollment Policy and Systems, Division of
Medicaid Services, Department of Health Services

Debbie Waite, BEPS Deputy Bureau Director, Bureau of Enrollment Policy and Systems, Division of
Medicaid Services, Department of Health Services

Theresa Fosbinder, BEPS Project Manager, Division of Medicaid Services, Department of Health
Services

Contact Information:

Rebecca.McAtee@dhs.wisconsin.gov
608-266-8628

Sabrina.Mandel @dhs.wisconsin.gov
608-267-7813

Deborah.Waite@dhs.wisconsin.gov
608-261-9421

TheresaL.Fosbinder@dhs.wisconsin.gov
608-267-0246

Department of Health Services Federal Compliance Findings















SUMMARY ScHEDULE oF PrRIOR AuDIT FINDINGS 91

UNIVERSITY OF Office of Information Security
WISCONSIN SYSTEM Katherine Mayer |608-262-4048 | kmayer@uwsa.edu

. .' Associate Vice President
. “ 780 Regent St. Suite 305, Madison, WI 53715

wisconsin.edu/offices/office-of-administration/office-of-information-security/

July 31, 2019

Finding: Information Technology Controls at the University of Wisconsin
System (2018-700, 2017-003, 2016-12 and 2015-030)

Federal Program: Student Financial Assistance Cluster

Status of Audit Finding as of 6/30/2019: Partially Corrected

This document explains the June 30, 2019 status of the University of Wisconsin (UW)
System’s Corrective Action Plan (CAP) for finding 2018-700: Information Technology
Controls at the University of Wisconsin System within Fiscal Year 2017-18 Single Audit
Report 19-3. The following outlines actions over the past year regarding this finding.

Continue development and maintenance of a comprehensive IT security program, including
developing systemwide IT security policies and procedures across the remaining critical IT
areas, as recommended by National Institute of Standards and Technology publications.

UW System is taking a multi-pronged approach to IT security and is dedicated to prioritizing
information security initiatives based on risk reduction and availability of resources. A
Governance, Risk and Compliance (GRC) function was recently established (June 2019) within
the Office of Information Security (OIS). The objective is to develop a cyber security risk
management policy and framework, including a risk register for UW System. Other
comprehensive efforts include a first-ever system-wide deployment of a suite of security tools.
Capabilities include malware prevention; data loss prevention (alerting and location/movement
of UW System’s most sensitive data); user entity behavior analytics; next-generation anti-virus;
and network traffic analysis. These deployments are expected to be complete by the end of the
calendar year. Additional UW System efforts include acceleration of multi-factor authentication
for access to high and moderate risk data (including email for all employees) and ultimately to
students in the next year, and an aggressive bi-monthly phishing campaign to increase awareness
for our user community.

UW System understands the value and need for additional information security policies and
procedures and is taking deliberate steps this calendar year to expand policy efforts. The initial
focus was revision of existing policies to provide clarity and conform to changes in the National
Institute of Standards and Technology (NIST) guidelines. Specifically, security awareness policy
revisions were updated in April 2019; updates to the authentication policy and procedures are in
the institutional vetting process now; data classification and protection policy and procedures
revisions will go to the institutions in September; and updates to the incident response policy and
the new system-wide incident response plan will be vetted in October. Additional system-wide
information security policies and procedures that are scheduled for publication this calendar year

UW System Federal Compliance Findings
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include: data privacy, asset management, and cyber security risk management.

Lastly, OIS’ engagement strategy with information security partners has been extensive.

The Associate Vice President of Information Security (IS) is a member of the Wisconsin (WI)
Department of Administration (DoA)-led Cyber Strategic and Planning Working Group which
through public/private partnerships provides strategic planning, direction and alignment of cyber
resources pertaining to data breaches and cyber attacks. Additionally, analysts from OIS attend
weekly meetings with the W1 Statewide Intelligence Center, including members from the WI
Department of Justice; DoA; Department of Military Affairs and the Federal Bureau of
Investigation. Threat intelligence, information security initiatives and advisories are shared
through these weekly meetings, distribution lists and incident driven emails. This partnership
also provides threat intelligence workshops and a variety of cyber security training courses. All
the above information and opportunities are shared with UW System institutions.

Provide guidance and training to individual institutions regarding information technology
security policies and procedures, as needed.

The Information Security Program document provides guidance to UW System institutions and
the corresponding 24-month work plan has evolved to be a living document and is continuously
updated as our understanding of risk matures. Additionally, monthly meetings of the Technology
and Information Security Council provide further guidance and clarity on policy and procedure
implementation, methodologies and best practices. The AVP for IS also meets monthly with the
Chief Information Officers as well as the Chief Business Officers to discuss IS strategy and
policy, along with status and challenges of policy implementation and other on-going initiatives.
Additional engagements include routine meetings with the UW System Chancellors, UW System
President, and the Board of Regents.

Training, not solely dedicated to policies and procedures, is another critical component of UW
System’s IS Program. Professional development and enhancement of knowledge skills and
abilities in the IS workforce is also a priority. Opportunities to attend the Gartner Security and
Risk Management Conference and Catalyst events have been provided. Several webinars were
conducted for UW System personnel and more than 65 individuals participated either in-person
or virtually in a learning day at UW-La Crosse in March 2019. These events provided in-depth
training on the operation of, and reporting from, the suite of security tools that are currently
being deployed.

Complete development of and implement procedures for assessing the level of protection
provided for UW Systems and data

In January 2019, UW System institutions completed a system-wide information security maturity
assessment providing a tier level score (1-5) across 10 security control areas. Prior to that, risk
assessments for six UW System institutions were conducted in spring 2018; the remaining seven
institutions will undergo similar external (third party vendor) assessments. These are scheduled
to be conducted in July and August 2019 with results reported in September. These results will
be reviewed, recommendations prioritized and incorporated into the existing 24-month work
plan. Additionally, penetration testing is in the planning stages and will be conducted on specific
applications at four UW System institutions in Fall 2019. These efforts over the past two years

2
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form the basis for regular assessment events at each UW System institution a minimum of once
every two years.

Person Responsible for Corrective Action:
Katherine Mayer

Associate Vice President for Information Security kmayer@uwsa.edu

UW System
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Dr. Morna K. Foy, President

A 4622 University Avenue
WISCONSIN

TECHNICAL COLLEGE PO Box 7874 A
SYSTEM Madison, Wisconsin 53707-7874

608.266.1207 | Wisconsin Relay System: 711
info@wtcsystem.edu | www.wtcsystem.edu

we are futuremakers

Status of Prior Year Audit Findings

Finding: Monitoring of Subrecipients- Career and Technical Education- Basic Grants to States
(2018-900)

Federal Program: Career and Technical Education—Basic Grants to States (CFDA #84.048)

Status of Audit Finding: Corrective Action Taken

We revised the standard language in the grant award letters to include the Federal Awarding Agency, the
CFDA number and name, and the subaward period of performance (start and end date). The award letters
are sent on 7/1/XX and indicate the awards are made subject to the availability of federal funds. We also
created a template for a second memo to be sent to the grantees after we receive the federal award
notification from the US Dept of Education. The second memo informs the grantees of the Federal
Award Identification Number, the date of the Federal Award and whether the award is for Research and
Development.

We established and documented a formal Risk Assessment Tool to assess the level of monitoring required
for each subrecipient. The assessment tool will be used in the review and evaluation of Triannual Reports
and grant applications.

We documented our process to ensure a consistent review of triannual reports. The process requires a
signature of the person performing the review and the date the review was completed. This
documentation will be maintained.

Person responsible for corrective action:

James Zylstra, Executive Vice President

james.zylstra@wtcsystem.edu

COLLEGES: Blackhawk, Chippewa Valley, Fox Valley, Gateway, Lakeshore, Madison Area, Mid-State, Milwaukee Area, Moraine Park, Nicolet Area,
Northcentral, Northeast Wisconsin, Southwest Wisconsin, Waukesha County, Western, Wisconsin Indianhead

Wisconsin Technical College System Federal Compliance Findings
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STATE OF WISCONSIN
DEPARTMENT OF ADMINISTRATION

Tony Evers, Governor
Joel Brennan, Secretary

DEP, ENT OF
ADMINISTRATION

June 2019
Finding: Department of Administration Division of Enterprise Technology Security Concerns (2018-003, 2017-004,
2016-011)

Federal Program: n/a

Status of Audit Finding is partially corrected see details below:

LAB Recommendation DOA Planned Corrective Action Anticipated
Corrective
Action Date
1. We recommend the Department of The Department will continue to
Administration, Division of Enterprise execute its plan as follows:
Technology (DET) complete written
procedures for all areas e Town hall sessions were held in the | Critical
spring of 2018 with DET staff to procedures
reinforce the need to align completed
procedures with policies and 2/28/2019
standards. Critical build procedures
were completed by 2/28/2019 as
previously identified in our plan for:
e Server Builds
e Staff Onboarding
e Network Builds
DET has also identified and Anticipated
prioritized the remaining operating completion
procedures. As of today, over half of | 12/2/2019
those identified procedures are
completed.
As new services are developed, it is
required to document the
appropriate procedures to align with
Executive Branch IT Security policies
and standards.
First annual review of Policies and Anticipated
Standards will commence in August | completion
2019 with annual reviews of all October 2019
procedures to follow.
2. We recommend DET review all The process to review DET supported
settings and practices to ensure they desktop and server configurations Completed

Office of the Secretary, PO Box 7864, Madison, WI 53707-7864
Phone: (608) 266-1741 | DOA.WI.GOV

Department of Administration
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LAB Recommendation

DOA Planned Corrective Action

Anticipated
Corrective
Action Date

align with policies, standards, and
procedures

has been completed for the monthly
review of settings to ensure
alignment with Executive Branch IT
Security policies, standards and
procedures.

Formal process has been defined to
conduct monthly reviews on network
devices. Initial monthly assessments
begin in July 2019.

Anticipated
completion
date 8/30/19

3. Complete projects initiated in

identified

response to security concerns that LAB

DET has assessed the risk and
initiated two projects to address the
high-risk concerns. One project has
been completed and the remaining
project is in process and on track for
completion.

Remaining
project

anticipated
completion
1/14/2020

and address risks

4. Develop, document, and implement
a proactive process to identify, assess,

DET has established three
approaches to continuously review
and mitigate risks related to people,
process and technology. People are
being addressed through our security
awareness training program. Process
is being addressed through our
process for documenting and
reviewing procedures. Technology
will be addressed by the review of
patching and configuration settings.
Processes are in place and will
continue to be improved as the
threat landscape changes.

Completed

5. Report to the Joint Legislative
Audit Committee by March 29,
2019, on DET’s plans and timelines
to address these ongoing concerns

Will send a written report to the Joint
Legislative Audit Committee prior to
March 29th, 20109.

Completed

Person responsible for corrective action:
Bill Nash, CISO

Division of Enterprise Technology
Bill.Nash@wisconsin.gov

Department of Administration
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Finding: Executive Branch Agency Information Technology Policies and Standards (2018-004, 2017-005)

Federal Program: n/a

Status of Audit Finding is partially corrected see details below:

LAB Recommendation

DOA Planned Corrective Action

Anticipated
Corrective
Action Date

1. Develop and implement a proactive
process to identify, assess, and address
risks for the parts of the state’s IT
environment that DOA is statutorily
responsible for, including:

Prioritizing its plans and timelines to
complete vulnerability assessments and
penetration testing across all state
devices and networks within the
Division of Enterprise Technology data
centers

Since vulnerability assessments and
penetration testing are two separate
functions, DOA will address these as
separate plans and implementations
as follows:

DOA has completed implementation
of a vulnerability management
process for servers within the DET
data centers. Initial assessment for
servers is planned for April and
monthly thereafter. This monthly
assessment process includes:

* review of the current
environment

e prioritization of identified
patching or configuration
vulnerabilities;

e remediation of patching and
configuration vulnerabilities
needing immediate
attention.

Formal process has been defined to
conduct monthly reviews on network
devices. Initial monthly assessments
begin in July 2019.

*Note this does not include devices
located in the DET data centers that
are managed by other entities.

Penetration Testing for a subset of
DET managed devices and networks
within the DET data centers was
conducted by a third party in Fall of
2018. Additional penetration testing
will be conducted by a third party

Completed

Anticipated
completion
date 8/30/19

Anticipated
completion to
be determined
based upon
third party
availability

Department of Administration

Financial Statement Findings
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LAB Recommendation

DOA Planned Corrective Action

Anticipated
Corrective
Action Date

after the vulnerability remediation
efforts have been addressed.

2. Complete a comprehensive risk
assessment across all executive branch
agencies

The project charter has been
developed. Executive branch agency
meetings will be scheduled to create
plans and timeline to schedule
regular risk assessments.

e Implementation of vulnerability
assessments of the identified
systems and data including a process
for review of results, prioritization of
identified issues, and tracking of
remediation activity.

e Some agencies including DOA
have already commenced
vulnerability assessments and are
working on remediation
activities.

e Implementation of penetration
testing of the identified systems and
data including a process for review of
results, prioritization of identified
issues, and tracking of remediation
activity.

e Some agencies have already
commenced penetration
assessments and are working on
remediation activities.

Begin 7/31/19
with
anticipated
completion
12/31/2019

Begin
12/31/2019
with
anticipated
completion to
be determined,
based on plan

Begin post
vulnerability
remediation
with
anticipated
completion to
be determined,
based on plan

3. Report to the Joint Legislative
Audit Committee by March 29,
2019, on DET’s plans and timelines
to address these ongoing concerns

Will send a written report to the Joint
Legislative Audit Committee prior to
March 29th, 2019.

Completed

Person responsible for corrective action:
Bill Nash, CISO

Division of Enterprise Technology
Bill.Nash@wisconsin.gov

Department of Administration
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SUMMARY ScHEDULE oF PrRIOR AuDIT FINDINGS 99

STATE OF WISCONSIN
DEPARTMENT OF ADMINISTRATION

Tony Evers, Governor

ADMINISTRATION

W Joel Brennan, Secretary

Status of Prior Year Audit Findings

Finding: STAR Security Concerns (2018-005, 2017-007, 2016-010)
Federal Program: n/a

Status of Audit Finding:
Partially Completed

In June 2019, the Department of Administration (DOA) created reduced-functionality security roles to address access
concerns in the General Ledger and Accounts Payable subsystems. However, the testing and implementation of
these new roles was not completed by June 30, 2019. DOA expects to complete testing and implement the roles no
later than August 31, 2019.

DOA did not implement the process to require State Controller’s Office review of all new and changing security roles
by June 30, 2019. DOA expects to implement that process by August 31, 2019.

A report for identifying and periodically reviewing SOD conflicts for HCM was not completed as of June 30, 2019.
DOA expects to implement the new report by September 30, 2019.

Person responsible for corrective action:

Tim LeFave
Executive Director, STAR Program Office
Tim.LeFave@wisconsin.qov

Office of the Secretary, PO Box 7864, Madison, WI 53707-7864
Phone: (608) 266-1741 | DOA.WI.GOV

Department of Administration Financial Statement Findings
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STATE OF WISCONSIN
v DEPARTMENT OF ADMINISTRATION

ADMINISTRATION Tony Evers, Governor

Joel Brennan, Secretary
2020760

Status of Prior Year Audit Findings

Finding: Financial Reporting Concerns- Other Postemployment Note Disclosures (2018-007)
Federal Program: n/a

Status of Audit Finding:
Corrective Action Taken

The Department of Administration has implemented additional procedures to identify financial activities involving
newer GASB standards, and ensure that those activities receive sufficient research, discussion and management
review prior to inclusion in the draft Comprehensive Annual Financial Report.

Person responsible for corrective action:

Carol Herwig, State Controller

Division of Executive Budget and Finance, State Controller’s Office
Carol2.Herwig@wisconsin.gov

Finding: Accounting for Crossover Refunding Bonds (2018-010)
Federal Program: n/a

Status of Audit Finding:
Corrective Action Taken

The Department of Administration has implemented additional procedures to identify financial activities involving
newer GASB standards, and ensure that those activities receive sufficient research, discussion and management
review prior to inclusion in the draft Comprehensive Annual Financial Report.

Person responsible for corrective action:

Carol Herwig, State Controller

Division of Executive Budget and Finance, State Controller’s Office
Carol2.Herwig@wisconsin.gov

Office of the Secretary, PO Box 7864, Madison, WI 53707-7864
Phone: (608) 266-1741 | DOA.WI.GOV

Department of Administration Financial Statement Findings
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Madi WI 53707-7931
v Department of Employee Trust Funds 1877.583.5020 (0l fee)

Robert J. Conlin Fax 608-267-4549
SECRETARY etf.wi.gov

Wisconsin Department
of Employee Trust Funds
" t.f‘ STATE OF WISCONSIN PO Box 7931

Date: July 29, 2019
To: Lisa Kasel
From: Cindy Klimke-Armatoski

Subject: Status of Prior Year Audit Findings

Finding: Wisconsin Employee Benefit System Security (2018-006)
Federal Program: n/a

Status of Audit Finding: Corrective Action Taken

Person responsible for corrective action:

Steve Mueller, Division Administrator

Division of Management Services
Steve.Mueller@etf.wi.gov

Department of Employee Trust Funds Financial Statement Findings
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Tony Evers
Governor

Andrea Palm
Secretary

DATE:

TO:

FROM:

SUBJECT:

State of Wisconsin
Department of Health Services

July 31, 2019

Sherry Haakenson, Financial Audit Director
Legislative Audit Bureau

Barry Kasten, Deputy Director
Bureau of Fiscal Services
Department of Health Services

Response to Interim Audit Memos:

DIVISION OF ENTERPRISE SERVICES

BUREAU OF FISCAL SERVICES
BILLING AND COLLECTIONS

1 WEST WILSON STREET

PO BOX 7853

MADISON WI 53707-7853

Telephone: 608-267-7104
TTY: 711 or 800-947-3529

Financial Reporting at the Department of Health Services

Finding: Financial Reporting at the Department of Health Services (2018-001)

Federal Program: n/a

Status of Audit Finding: Corrective Action Taken

Person(s) Responsible for Corrective Action:

Rebecca Mogensen, Managerial Accounting Section Chief
Division of Enterprise Services, Bureau of Fiscal Services

Contact Information:

RebeccalJ.Mogensen@dhs.wisconsin.gov

(608) 267-7846

www.dhs.wisconsin.gov

Department of Health Services

Financial Statement Findings
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. yi;

State of WIisSCONSIiN o bEPARTMENT OF REVENUE

2135 RIMROCK ROAD P.O.BOX 8933 MADISON, WISCONSIN 53708-8933
FAX 608-266-5718 http://www.revenue.wi.gov

Tony Evers Peter Barca
Governor Secretary of Revenue

Status of Prior Year Audit Findings
Finding: STAR Finance Access Concerns at the Department of Revenue (2017-002)
Federal Program: n/a
Status of Audit Finding: Partially Corrected

Person responsible for corrective action:
Name: Julie Raes, Administrator
Division: Enterprise Services

Email address: julie.raes@wisconsin.gov

DOR will perform a reconciliation between STAR HCM and STAR Finance to determine if any terminated
employees still have STAR Finance access that did not get removed by the automatic removal process.
STAR Finance access will be removed for those terminated employees no later than December 31, 2017.
Corrective Action Taken

In a two-phased process, the responsibility for maintenance of STAR Finance and STAR HCM accesses
will be transferred to the Department's Security Support Unit in the Division of Technology Services
(DTS). This change will ensure that STAR system access is treated similar to all other system accesses
in DOR.

» By February 23, 2018, DTS Security will have procedures in place for removing STAR Finance and
STAR HCM access in a timely manner for terminated employees consistent with existing
procedures for removing all other system access.

Corrective Action Taken

» By April 27, 2018, DTS Security will have procedures in place for adding & changing roles for
employees in STAR Finance and STAR HCM.
Partially Corrected

Procedures for adding and changing roles for employees in STAR Finance have been prepared
as of July 31, 2019. On April 25, 2019, DOR implemented the process to have the Purchasing

Card Administrator add, change, and remove purchasing card roles and DTS Security Support

approving those security requests. DTS Security Support is scheduled to be trained on adding

and changing roles in STAR Finance on August 8, 2019. In the interim, the Financial Manager

has continued to add and change roles in STAR Finance.

The Security Support Unit in the Division of Technology Services (DTS) conducts periodic review of
agency system accesses to ensure former employees have had their system accesses removed. STAR
HCM and STAR Finance will be added to the list of systems for this periodic review by March 31, 2018.
Corrective Action Taken

In FY2019, the Financial Manager performed periodic reconciliations between STAR Finance
Security and the STAR HCM Authorized Position Report to ensure former employees had their
STAR Finance access removed. The Financial Manager will continue to perform these periodic
reconciliations rather than the DTS Security Support.

Department of Revenue Financial Statement Findings
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WisDOT Division of Business Management Governor Tony Evers Q\\‘5‘30'""&‘/4,
Bureau of Financial Management Secretary Craig Thompson o 2
4822 Madison Yards Way wisconsindot.gov §’ .9:
Madison, W1 53705 Telephone: (608) 267-1215 % 5
Email: Scott2.Thornton@dot.wi.gov % %QO
OoF TRIS

Status of Prior Year Audit Findings
Finding: Financial Reporting for Changes to Infrastructure Related Capital Assets at the DOT (2018-008)
Federal Program: n/a
Status of Audit Finding: Corrective Action Taken

Person responsible for corrective action:

Bryan Thiel, Financial Management Supervisor

Division of Business Management, Bureau of Financial Managment
Bryan.Thiel@dot.wi.gov

Finding: Determination of Infrastructure related Capital Assets by the Department of Transportation (2018-009,
2017-008)

Federal Program: n/a
Status of Audit Finding: Corrective Action Taken

Person responsible for corrective action:

Bryan Thiel, Financial Management Supervisor

Division of Business Management, Bureau of Financial Managment
Bryan.Thiel@dot.wi.gov

Finding: Department of Transportation Use of Project Costing Data (2017-009)
Federal Program: n/a
Status of Audit Finding: Corrective Action Taken

Person responsible for corrective action:

Bryan Thiel, Financial Management Supervisor

Division of Business Management, Bureau of Financial Managment
Bryan.Thiel@dot.wi.gov

Department of Transportation Financial Statement Findings
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State of Wisconsin /OFFICE OF THE COMMISSIONER OF INSURANCE

Injured Patients and Families Compensation Fund

125 South Webster Street e P.O. Box 7873
Tony Evers, Governor

L Madison, Wisconsin 53707-7873
Mark V. Afable, Commissioner

Phone: (608) 266-6830 o Fax: (608) 226-5536
July 17, 2019

Status of Prior Year Audit Findings

Finding: Financial Reporting Process for the Injured Patients and Families Compensation Fund
(2018-002)

Federal Program: n/a

Status of Audit Finding:
Partially Corrected

OCI hired a Fund accountant on February 3", 2019, and in conjunction with management it was decided
that external assistance and review of the Fund’s financials, in lieu of internal assistance, would provide
the highest level of confidence in the Fund’s reporting.

On July 11" 2019 DOA advised the Fund that its request to retain Strohm Ballweg LLP through the Sole
Source Waiver process was approved. Stronm Ballweg will assist and review the Funds financials and
CAFR submissions for FY19 and going forward.

Person responsible for corrective action:

Brynn Bruijn-Hansen, Fund Manager

Injured Patients and Families Compensation Fund, Office of the Commissioner of Insurance
Brynn.bruijnhansen@wisconsin.gov

Of Lcd of the Commissioner of Insurance Financial Statement Findings
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Expenditures of Federal Awards for
the Year Ended June 30, 2019
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Notes to the State of Wisconsin
Schedule of Expenditures of
Federal Awards

1. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

A.

Purpose

The Schedule of Expenditures of Federal Awards presents a summary of
the State of Wisconsin’s expenditures funded by the federal government
for the fiscal year ended June 30, 2019. For purposes of the schedule,
federal programs have been classified as follows: 1) Individual Programs
and Other Clusters, including grants received directly from the federal
government and subgrants received from other organizations; 2) the
Research and Development (R&D) Cluster, including R&D grants
received directly from the federal government and R&D subgrants
received from other entities; and 3) the Student Financial Assistance
(SFA) Cluster.

Direct federal awards and subgrants are presented for each federal
agency by the Catalog of Federal Domestic Assistance (CFDA) number
when available in the grant agreements or determinable based on a
grant’s source and purpose. For grants that did not clearly state a
CFDA number, the schedule includes the grant, or a total for several
grants, with a CFDA number of N/A for not available. An “other
identifying number,” when available, is required to be shown if the
CFDA number is not available.

Because the schedule presents only a selected portion of the activities

of the State, it is not intended to and does not present the financial
position or results of operations of the State.

171



172 NOTES TO THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

B. Basis of Accounting

The accompanying Schedule of Expenditures of Federal Awards has
been prepared from the accounting and inventory records of Wisconsin
state agencies, including the University of Wisconsin (UW) System, and
from federal reports submitted by the state agencies to the various
federal grantor agencies. The State’s accounting records are maintained
on a budgetary basis, in accordance with Wisconsin Statutes. State
statutes and state accounting policies require that disbursements be
recognized in the fiscal year in which they are recorded for payment,
except for certain state employee fringe benefits and selected other
items that are recognized in the period to which the payments relate,
regardless of when paid. The State’s centralized accounting records
remain open for a period of time after June 30 to permit the recording of
expenditures applicable to the fiscal year ended June 30, in accordance
with Wisconsin Statutes.

A timing variance may exist between the recording of federal grant
expenditures in the accounting records and the reporting of the
expenditures to the federal government or other subgrantor
organizations.

Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards (Uniform Guidance) requires the
Schedule of Expenditures of Federal Awards to include the amount
provided to subrecipients under each federal program. The amount
provided to subrecipients under each federal program was determined
by the state agencies, including UW System.

To eliminate double-counting of “subgrants” between state agencies,
the schedule includes expenditures reported by the state agency that
received the funds directly from the federal government and does not
include expenditures recorded by the “subrecipient agency.” However,
for subgrants between UW institutions, the schedule includes
expenditures reported by UW institutions that received the subgranted
funds and does not include expenditures reported by the subgranting
UW institutions.

C. State Agencies Included

The following state agencies were included in the scope of the federal
compliance portion of the audit. State agencies that administered a
major federal program audited during the FY 2018-19 single audit are
indicated in bold.

1. Board for People with Developmental Disabilities (BPDD)
2. Board of Commissioners of Public Lands (BCPL)

3. Child Abuse and Neglect Prevention Board (CANPB)

4. Department of Administration (DOA)
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5. Department of Agriculture, Trade, and Consumer Protection
(DATCP)

. Department of Children and Families (DCF)

. Department of Corrections (DOC)

. Department of Health Services (DHS)
9. Department of Justice (DOJ)

10. Department of Military Affairs (DMA)

11. Department of Natural Resources (DNR)

12. Department of Public Instruction (DPI)

13. Department of Safety and Professional Services (DSPS)

14. Department of Tourism (Tourism)

15. Department of Transportation (DOT)

16. Department of Veterans Affairs (DVA)

17. Department of Workforce Development (DWD)

18. Elections Commission (Elections)

19. Public Service Commission (PSC)

20. University of Wisconsin System

21. Wisconsin Court System (Courts)

22. Wisconsin Historical Society (WHS)

23. Wisconsin Technical College System (WTCS)

o0 ~NO»

The Wisconsin Humanities Council is a nonprofit organization associated
with UW System. Through a contract with the Wisconsin Humanities
Council, UW System is responsible for fiscal and personnel administration
of the Council. At the request of the Wisconsin Humanities Council, the
Council was included as a unit within UW System.

Federal awards administered by the Wisconsin Housing and Economic
Development Authority, the Wisconsin Economic Development
Corporation, and the University of Wisconsin Hospitals and Clinics
Authority were not included in the scope of this audit. These entities
had single audits performed by other auditors.

USE OF DE MINIMUS COST RATE

No state agency has elected to use the 10 percent de minimis cost rate for
indirect costs.

FEDERAL SANCTIONS AND DISALLOWANCES

There are actual or potential federal sanctions and disallowances for the
Title IV-B (CFDA #93.556) and IV-E (CFDA #93.658) programs, the

Medical Assistance (MA) Program (CFDA #93.778), and the Community
Development Block Grants/State’s Program and Non-Entitlement Grants in
Hawaii (CDBG) (CFDA #14.228) program.
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A.

Penalty for Titles IV-B and IV-E

In April 2010, the U.S. Department of Health and Human Services’
Administration for Children and Families (ACF) conducted a Child and
Family Service Review (CFSR) of, among other things, the State’s child
welfare program. ACF found that DCF was not meeting federal
requirements in several areas. In response to the CFSR findings, DCF
developed, and ACF approved, a Program Improvement Plan (PIP)
with measurement data goals. DCF had until March 31, 2014, to achieve
all measurement data goals. In August 2015, ACF informed DCF of a
$1,869,784 penalty for failure to meet all of the measurement data goals
required by the approved PIP. In September 2015, DCF repaid to the
federal government $1,505,057 of Title IV-B funds and $364,727 of

Title IV-E funds. However, based on subsequent examination of the
penalty assessment documentation, DCF believes that the penalty
should have been $1,757,925, which includes $1,399,441 of Title I\V-B
funds and $358,484 of Title IV-E funds. DCF reclaimed $6,243 of

Title IV-E funds on the March 2016 claim. DCF is still awaiting the
$105,616 refund of Title I1VV-B funds from ACF.

Sanction for the Health Check/Other Services—MA Program

In September 2013, DHS received the final report from the U.S.
Department of Health and Human Services’ Office of Inspector General
(OIG) recommending a disallowance related to Health Check/Other
Services, a program for which DHS claims Medicaid reimbursement
for treatment costs for prior-authorized eligible children in Wisconsin
residential care centers. The report indicated that DHS used a cost
allocation methodology that did not comply with federal requirements.
The OIG recommended that DHS return $22,868,628 to the federal
government for the time period from October 1, 2004, through
September 30, 2006. DHS did not agree with the recommendation and
sent a response to the Centers for Medicare and Medicaid Services
(CMS) dated October 9, 2013. DHS continues to have discussions with
CMS on this issue. DHS provided additional information to CMS on
September 26, 2014, and again on July 31, 2019.

Reporting and Refunding the Federal Share of Medicaid-Related
Settlements and a Judgment

On August 14, 2018, DHS received a draft report from the U.S.
Department of Health and Human Services’ OIG recommending a
disallowance related to the Medicaid Program. The OIG review
covered the period from October 2008 through September 2016. The
OIG concluded that DHS did not report and refund the full federal
share of Medicaid related settlements and judgments in the amount of
$27.6 million. DHS agrees in part with the proposed findings and
recommendations but does not concur with the amount recommended
to be refunded and asserts that the amount to be refunded is

$6.1 million. DHS sent a formal response to the U.S. Department of
Health and Human Services’ OIG on September 14, 2018. DHS
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continues to have discussion with CMS on this issue. DHS provided
additional information to CMS on May 21, 2019.

D. Disallowances for Community Development Block Grant/State’s
Program and Non-Entitlement Grants in Hawalii

The U.S. Department of Housing and Urban Development (HUD)
provided funding to the State through the CDBG program. Through

FY 2010-11, the former Department of Commerce was the state agency
responsible for subgranting HUD funds to units of local government.

In FY 2011-12, DOA assumed responsibility for administering CDBG
funds thereafter. In FY 2015-16, HUD issued a finding of noncompliance
related to the State’s closeout system and directed the State to undertake
a review of old, open activities. DOA took corrective action to close out
activities as possible, reporting the status of its efforts to HUD on a
periodic basis. In late FY 2017-18, HUD performed an on-site review of
those activities and, in FY 2018-19, advised that it would require DOA
to reimburse the State’s local account with nonfederal funds in the
amount of $7.3 million and continue to collect $2.2 million that is being
repaid by the units of local government. After additional discussions
with HUD, in December 2019 the State requested that HUD approve a
$7.3 million voluntary grant reduction over a two-year period to satisfy
the reimbursement requirement from HUD.

Provider Overpayments—MA Program

The FY 2017-18 single audit report cited DHS for failure to comply with
federal regulations and return to the federal government its share of
MA Program provider overpayment amounts it has identified and
communicated to providers. The CMS letter, dated September 17, 2019,
requested DHS return these funds. DHS does not agree with the
finding, which addresses repayment of federal funds for overpayments
identified by the MA program, as it relates to the overpayment’s date of
discovery when not resulting from fraud. In addition, the circuit court
issued an injunction in September 2016. The injunction was reaffirmed
in March 2017 and it prohibits DHS from recovering payments for
noncompliance with MA program requirements other than those set
forth in statute. In July 2019, the circuit court ruled in favor of DHS, but
the plaintiffs petitioned the Supreme Court for review of the case in
December 2019.

Federal Participation for 1915(i) Services

In October 2019, DHS received notification from the U.S. Department of
Health and Human Services requesting that DHS refund $9,591,714
related to the Medicaid program. The U.S. Department of Health and
Human Services concluded that Wisconsin’s cost settlements related to
the 1915(i) Community Recovery Services-Home and Community
Based Services-Psychosocial Rehabilitation Program for the period
January 15, 2010, to December 31, 2014, were not supported by a
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CMS-approved cost reporting methodology as required by Wisconsin’s
state plan amendment transmittal number #09-017.

FOOD COMMODITIES

Food commodities distributed during the fiscal year are reported as
expenditures in the Schedule of Expenditures of Federal Awards under the
various federal programs that distributed the commodities. The value of food
commodities distributed during the fiscal year and the amount of food
commodities on hand as of June 30, 2019, are shown in the following table for
each program distributing food commodities.

Food Commodity Assistance

CFDA Inventory Balance
Number Federal Program Distributed June 30, 2019
10.555 National School Lunch Program $25,296,523 $161
10.559 Summer Food Service Program for Children 86,336 0
10.569 Emergency Food Assistance Program (Food Commodities) 11,712,855 0

Total $37,095,714 $161

WIC SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR
WOMEN, INFANTS, AND CHILDREN REBATES

During FY 2018-19, DHS received $23,014,878 in cash rebates from infant
formula manufacturers from the sale of formula to WIC participants

(CFDA #10.557). Rebate contracts with infant formula manufacturers are
authorized by 7 CFR s. 246.16 (m) as a cost-containment measure. Rebates
represent a reduction of expenditures previously incurred for WIC food
benefit costs. Applying the rebates received to such costs enabled DHS to
extend program benefits to 33,072 more people than could have been served
during FY 2018-19 in the absence of the rebate contracts.

IMMUNIZATION COOPERATIVE AGREEMENTS

The value of vaccines distributed on behalf of the Wisconsin Immunization
Program during FY 2018-19 was $51,535,119. This amount is included as
expenditures in the Immunization Cooperative Agreements (CFDA #93.268)
program in the Schedule of Expenditures of Federal Awards.
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14.

15.

16.

FEE-FOR-SERVICE PROGRAMS AND FIXED-PRICE
CONTRACTS

State agencies may receive fees for services or reimbursement under
fixed-price contracts with the federal government or other subgrantor
organizations. Actual costs to provide the services are not required to be
reported to the federal government or other subgrantor organizations. The
schedule includes actual amounts charged to the fixed-price contracts. These
amounts may be more than, equal to, or less than the contract funds received
from the federal grantor agency or other subgrantor organizations.

STUDENT LOANS COLLECTED BY THE UNIVERSITY OF
WISCONSIN SYSTEM

Federal Perkins Loan Program—Federal Capital Contributions (CFDA #84.038)
The amount in the Schedule of Expenditures of Federal Awards includes the
outstanding balance of loans receivable as of June 30, 2019, as well as
immaterial amounts of administrative costs incurred during the fiscal year.

Nurse Faculty Loan Program (NFLP) (CFDA #93.264)
The amount in the Schedule of Expenditures of Federal Awards includes the
outstanding balance of loans receivable as of June 30, 2019.

Health Professions Student Loans, Including Primary Care Loans/Loans for
Disadvantaged Students (CFDA #93.342)

The amount in the Schedule of Expenditures of Federal Awards includes the
outstanding balance of loans receivable as of June 30, 2019, as well as
immaterial amounts of administrative costs incurred during the fiscal year.

Nursing Student Loans (CFDA #93.364)

The amount in the Schedule of Expenditures of Federal Awards includes the
outstanding balance of loans receivable as of June 30, 2019, as well as
immaterial amounts of administrative costs incurred during the fiscal year.

OTHER STUDENT LOAN PROGRAMS

UW System participates in Federal Direct Student Loans (CFDA #84.268), a
program that makes interest-subsidized or unsubsidized Stafford loans
available to students, or PLUS loans available to graduate or professional
students or to parents of dependent students. Federal Direct Student Loans
are reported in the Student Financial Assistance Cluster. Loan funds are
provided by the U.S. Department of Education, and UW institutions are
responsible for disbursing the loans. The Federal Direct Student Loans
amounts disbursed to students during FY 2018-19 are reported in the
Schedule of Expenditures of Federal Awards. However, the total outstanding
loan balance for the Federal Direct Student Loans program is maintained by
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the U.S. Department of Education, which is responsible for loan collection.
Therefore, the outstanding loan balance is not included in the Schedule of
Expenditures of Federal Awards.

STUDENT FINANCIAL ASSISTANCE CLUSTER
ADMINISTRATIVE COST ALLOWANCE

Included in the Schedule of Expenditures of Federal Awards are the total
expenditures for the administrative cost allowance provided by Federal
Supplemental Educational Opportunity Grants (CFDA #84.007), the

Federal Work-Study Program (CFDA #84.033), the Federal Perkins Loan
Program—Federal Capital Contributions (CFDA #84.038), and the Federal Pell
Grant Program (CFDA #84.063). The actual administrative cost allowance
amount earned during the award year is not always determined by each

UW institution for each program. These amounts are reported as either
“Administrative Cost Allowance” or included with the individual program

in the Schedule of Expenditures of Federal Awards.

PROGRAM INCOME

In some cases, program income related to federal grants is deposited in
federal grant accounts and is spent for activities related to the grants. Certain
program income accounts were identified by the state agencies, including
UW System, and excluded from the Schedule of Expenditures of Federal
Awards. However, the Schedule of Expenditures of Federal Awards includes
an unknown amount of expenditures funded by program income sources and
not funded directly by federal grants.
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